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1. %A

LS68 Z 4B R 4B sy (13. 56MHz) « M (125KHz) « =4l (915MHz) =353
R R 4 S RF 1S014443A, 1S014443B BRI 15015693 PR« SCFRERF A 1S014443A
PMFRAE R JERE i Mifare one S50, Mifare one S70 . SZHEFFE 1S014443A Prid
FRUER) TM1208CPU &\ SCEFFF & 1S014443B WS FRUER) SRIS12 & K54 15015693
WHRER] TCODE2 R o ARANEE K #1843 FF R 3~ EM4100. EM4005. EM4200. [ bR
W, AirRas ]S e 58 4l sy 1S014443A/B Bl i -K H o B L R Es
% #F 1S018000-6C/EPC Class—1 Generation—2 WY, FJ#:E HIGCS-3 #EEM£.

2. DH:

JZNHTHE L. P EEE. 2R B, 178 - RE ARG

3. HHME:

HeAFE PrbrifE: 1S014443A, 1S014443B. 15015693

Y ¥R F: Mifare One Ultralight, S50, 870, MifareProX, DESFire, FM1208;

SRI512; ICODEZ2; EM4100, EM4102, EM4005, EM4105, EM4200, EM4205, EM4305LL &

R ST

ER(FITES
I H -
(AYSENCERTE
P (SLEER
TARIRE -
Pk T -

Ei 13, 56MHz; KAH125KHz; 8 491915MHz
USB, UART, RS232, RS485

5V

20—100mm

-10 to +85C

—-20 to +85C
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4. EAIR.
FEmEE RERKFE (R0 PRt PSS
1.56821X 125KHZ 105470412 (mm) | BB X FI& 0T
1.56822X 13.56MHZ (A) 105%70%12  (mm) A4ti§ﬂ§fR%§EJUSB_HID
B AR iE i\ 1 USB-CDC
1.56824% 13. 56MHZ (AB) 105%70%12 (mm) C 1R FEEIREE ] UART
1.56826X 13. 56MHZ (ABC) 105%70%12 (mm) | D AR @i 1 RS232
1.S6828X 915MHZ 105%70%12 (mm) | E ARFEEIEE M RS485
1.56823X 125KHZ+13. 56MHZ (&) 105%70%12 (mm) S —
=i W
1.S6825X 125KHZ+13. 7 (AB 105%70%12 N
L:2:2§X 12;;HZ 1;3;§3£; :ABci 182 ;g 12 Emmz 13, S6MHZ (1) LM IS0144430:
+ k7 0% N
: MV 113, 56MHZ (C) AL 1S015693;
1.S682AX 915MHZ+13. 56MHZ (A) 105%70%12  (mm) 13 56MHZ (AB) fR32720 4 1S014443A
1.S682CX 915MHZA#13. 56MHZ (AB) 105%70%12  (mm) 1 150144438
LS682EX 915MHZ+13 56MHZ (ABC) 105*70*12 (mm) 13 56MHZ(ABC){JC%%%}/FE 18014443A\
LS682BX 125KHZ+915MHZ+13. 56MHZ (A) 105%70%12 (mm) 1S014443B & 1S015693;
1.S682DX | 125KHZ+915MHZ+13. 56MHZ (AB) | 105%70%12 (mm)
LS682FX | 125KHZ+915MHZ+13. 56MHZ (ABC) | 105%70%12 (mm) | STl
1.S6820X 915MHZ+13. 56MHZ (C) 105%70%12 (mm)~ | BEERAE= MG 48 X 2 Jan B M 55 .
1.56829X 13. 56MHZ (C) 105%70%12 (mm) | s LS6826DM.
vEE, USB-HID BOMiZ RRAT I
BRIhgE
FrIHE S X R
i IERLS T pi =2 RERFFE
L.S6828A LS6821A 125KHZ
1.56828B 1.S6821B 125KHZ
1.S6828C L.S6822A 13. 56MHZ (A)
1.56828D 1.S6822B 13. 56MHZ (A)
LS6828E L.S6825A 125KHZ+13. 56MHZ (AB)
1.S6828F 1.S6825B 125KHZ+13. 56MHZ (AB)
L.S6898A 1.S6821C 125KHZ
1.S6898B .S6821D 125KHZ
1.S6898C LS6821E 125KHZ
1.56898D 1.56822C 13. 56MHZ (A)
1.S6898E 1.56822D 13. 56MHZ (A)
1.S6898F 1.S6822F 13. 56MHZ (A)
1.S6898H 1.56823C 125KHZ+13. 56MHZ (A)
1.S6898] 1.S6823D 125KHZ+13. 56MHZ (A)
1.56898K 1.S6823E 125KHZ+13. 56MHZ (A)
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5. RGHER:

el m .
VCC | 5k RN
TXD/DM +——» MRS &
RXD/DP «——»| 74 b3 <:> <:> =GN
GND ~ «—» HH, AR R
MCU

6. @R

6.1 B ORER

A5 E I B B SR . B AL LA AT, BRSO E R R . W NP

N
Z R
R 2400, 4800, 9600, 19200, 38400, 57600, 115200bit/s
AV E/ DA 8 bits
Gy LA 1 bit
{5 1Ao7 1 bit
KR AL None
FOBIANREWT:
PBRe A &/ ) GG/ {5 1k A7 AL
57600bit/s 8bit 1bit 1bit None
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RFID ZI)REEE AR
6.2 A&
a. #OHHERE CEAHL > R -
sk P RRT | HikY | KET | @47 | @438 | RBT
2 1 1 2 2 N 1
Ak I, [EEN 55 55
R 7 — ¥, [FEEN 00
gk — A4, BRIAA 00
KT WAFN, Kuntga, M@ eI, BERE— 7T
AT AT
WmAZE: NMET, NKTHET0
RIT: — N, A SRR REE
b. HO¥dEREN Gk > LMD -
fddk | BT | MEF | KET | RRT | REREE | RRT
2 1 1 2 1 N 1
fr ek WYY, [N 55 55
R — 5T, FEEN 00
bk —A5e, BRIAJY 00
KEZ: WAEN, Kintg, MR G, BElRE—FT
IRT: — AN, A PATEII A 00, HE AT iRD

REREHE: N AT, N RKFEET 0

R — D, AR R

“DRRFB” AURREERSE AT R . w5 A N B e #, B EE 1
ITERSMINAE “REEHE” FIRE. W, COS B4 HIHITEREAEE “ iR
a7 By “ar iR EME”

T
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7. BIENH

7.1 HBAEMEAN

R A LS, LED BEICNAEE . M EYIGEI R SE, By — ik,
LED 2 ASZEINLR (USB-HID BUNSRtH ) , MR EA T BT RIRE.
A R B s RV I, M SRy — R, R R AE B IR [ B BRI AT

PRI RGE R AT 4, DFIhs-RE R i B shiad. e LED
BSOS, NPBAGESER A VIR~ R R k& “R3iE3T
R A, EREEE T SR, R LED 2B N R (USB-HID B44141) .

F P AEARADIRAS R A RIEEE AT 4, LABEIS U7 I~ Fr o (8 & DR 2 4RE R v
(i Bivhae. . S 5. COS 84 i, Wi HEhT .

R A ERA Ly O, PREI A ALY DEMO B ER A U M Hi k9 0 1R
Bo IR BRI S, BN “SERECE L, il IR RSN
DA 152 2% DU TC IE A 1 ik

ST AR S R4, T 24T TR L0 AL LIS 5 A4 R R e Bk 16 4K
i, BRI

i Dak: 3u| AL
USB-HID ATAR] A Y 5 2%
USB-CDC B R R
UART R A
RS232 B R
RS485 B O

USB-CDC 37 #F WindowsXp. WindowsVista. Windows7. Windows8. Android

FH WBRAE RS
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7.2 BT REESER

“HEiFR” Rkt WEAKRE.: LREESISR, ToNdEmEdE
Wi RABF B SEN R )G, SLHUEES UID N EERIR B AL, AT
NLFA.

AR, MR EALYL DEMO 8- # % H HE 2K UID ZEIdK)Z AP TETH
K, SO AR EEBGHCUID JRIaHdE, & E AR B e SE M. AR Y
“IF)E B Bk I UID” f4liizs 1 7%,

g sl KRB + RFF515 (UIDD o BoyToNitl.

RERAMNY: — D RIS HEARR, Ag TR AL

RREAS: )\, 5RERMK. P50 R A .

e KIANY | Pl 57154 Wi W
MIFARE_S50 0X04 4 Mifare S50 &
MIFARE_S70 0X02 4 Mifare S70

FM_1208 0X08 4 HHFH T CPU R
MIFARE_ULRALIGHT 0X00 7 Mifare A%
NTAG203 OXEO 7 NFC Type 2 Tag
NTAG213 OXE3 7 NFEC Type 2 Tag
NTAG215 OXE5 7 NFC Type 2 Tag
NTAG216 OXE6 7 NFC Type 2 Tag
MIFARE_PLUS 0X42 7 Mifare PLUS
MIFARE_DES 0X44 7 Mifare DES CPU
HE 1SO14443A thil = | OXFE 4~8 HEARNEN 14443A il A
ik 0X06 8 —REHIE
ST_SRI512 0X12 8 ST A7) 1ISO14443-B il F
NXP_ICODE2 OXE4 8 NXP A 7] 1SO15693 #pd
Higgs-3 0X09 12 o R

BE R a5 RB I BRI R ABRLGIFIE LUR C RIS I i FAFE » RAIBT 1K 9527 IR A9 -
Eﬂi’ f#ﬁﬁﬁﬂvﬁﬁ@#ﬁﬁ%ﬁ?ﬁﬁﬁﬁﬁ%% BRI EEAHREGTES, £
XGFh. REIERREFFIR, ESFZHEEH.
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USB-HID & ERA31E-FepEE:

card.t<t - IiB3F

AT (F) F=ES(ED FEZL(O) =E0W) FEEED(H)
10000 FASE2E -
203472806

04beZEFZ0cf

02Z6ebddc2

O8cEETaF2E

o004TZazsl Z00Zas0

A2043c3ZaZaTbhZ2E0
44047 IA5a2002580
feefolesdle

PEE, LB USB-HID Z [T Fa8 Tt FSEH], RNEEEFR, TS, MU REL S H#HH
HEEATIL . FETEET A HIE R KB, H-ARBRT USB-HID BOHTEEF4%

7.3 USB &R AEMA

1. FH USB % #fs Zeie il 45 2 PC Hl, Wi USB 22 HID 2§, PC ALKt H 523K
PR WSS CDC 2K, AF IR IR 22 e AR R B 1 A D IREN R 7 . B
R 2 T WA 5. WINTO. Android. Linux RGAT B4 %%,

2. XpF USB HID 2§, FTIHRAT Al 3Ci4; KT USB CDC 28, 7)1 M Ex
i, HRORCE N B 9600, Bl 8, AFibAr 1, TRIAL, T oNHEH
BRI K%, BR USB CDC A—#Hf, UART/RS232/RS485 i HF3 N 57600,

3. WRpEEILE R, SR HAZNRE, Buld B RIE . i
ATE5E, MRS 3Rng Y (IS FERT 50 280, AP AT BeE N ARG |, [F R
[ At A R

7.4 HBORGERESEOFEHRAEEN

LS68 F IR 2 M a2 4i— A USB Mini, —MHISRAEH USB (55 . (HX T
HLSURFME D UART, RS232, RS485 S5 4f L, BT AU -RETIIAME Al USB LRAR AL M HAZ
o PR, TTVEERE A A USB-Mini ZY VPR aS 5 B S (0 B ARG B, i
2hge, FRATILAE USB %% RS232. USB #% RS485 #f:4s (WWTFED o £F UART, RN
ANNRERRS, JE2 0T HEL, FrAAIRAEE V&S, UH USB 2RI E .
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7.5 BORERBEEBRGHERN

A LR PRI R AR L E SRR A AT HER CRPB AT & K 2 50
WNRD o SRBPEOESER] N ORE TS, AR TERAENTE S EREAN
S L ) T e B )

X RS232 LRI ™, TS LS 22 i -

1. BPREE-RAs I 3 8] RS232 iEHas itz (5 5D .

2. MR RS232 MR a5 | s .

3. WAERIEFA AL RAE BV Zify, IEHIHNZ 4.8V 2] 5.2V,

HAEER:
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i LN, SRR S8 USB-Mini &Y, (HRES B XM SRE, HFAZES
BAR BT 3

— I USB 155,

B AR5 AR S (B N RE)D

P20
1 2 3 4 5
USB +5V DM DP ID GND
UART +5V TXD RXD GND GND

Hrp TXD, RXD 3R _EAIHLBE & )t e

8. AFMmaR
Thie T ThaE v e
R RE R A E

RN ABT R 0101 | Aghixind G, EREFPHARHI R, FR8)EHEIERE UID
IR (5 5 0102 | iEHUEEE— K H BT RIS N R A AR 5515
KHBEFF 0103 | KHIAZNTRE, URAFEEERSE, AEHEBEIRE
FT I N 35 0104 | FIJFiEnS 2%, Mz Reigngm
R AT 35 0105 | KPS EE, fHi ARG
KA FTH R 0106 | KHIFTARL GLEIRA S R, MR RZEAZNT I
BBREST EEPROM | 0107 | Bt R4S N EEPROM 45 € Hihk i N 25
iR EEPROM | 0108 | [1] EEPROM 487 UMl 5 AN Edls, 2 4#AEVEFEl: 0030-007F
FahTFFR 0109 | AT —IRZmL, ERERTEH—RTFF, PATERILARE
Mo B B R AR BD 01 | than 4 UART/RS232/RS485 I 7 A %k

FRERER A F Ry B R A Witk: http://www.linksilicon.cn HHR: sales@linksilicon.com

B HIE. 028-66280112

f£HE.: 028-85170326

Huht: BATTRAIAE S 5,

B4 610041



ilicon
& LB 1 T RFID £ DabiL £ 5%

i S H LR E, HEESHER

FHOL R TS 0A 01 | BRBUERETHIS, FHISH 4 757Nl %

ISO14443A Bk FAT464k
14443A #F 0201 | 1SO14443A BRiff R4, Z4 26 NhriEiER, 52 NMelEiE K
14443A [i 9 0202 | 1SO14443A KRB R A4 (25K Fr [FI o B 22 5 i 50
14443A i+ 0203 | ISO14443A MRikRan 4 (F-R&EEZNE R, HPILEFHD
14443A H 45T R 0204 | ISO14443A BURifj+~. BFirhR. dk—H 5%, HREFYS
14443A FAKRHR 0205 | fd 1SO14443A #+ AR HR

M1 4 (E3xRdd, M1-B{R%E S50 M1 S70 &)
HXFHE BRI - BXE + xS,
Yt FHE s RS

M1 253 AIE 0301 | WAUSIER, It HMIIZ )G T v BT~ R ARG X (055 R
M1 B 0302 | B PN Z, — A 16 Ay

M1 5k 0303 | BAMIERIFY b, — P16 My

M1 Ee a1k 03 04 | WP N EL D) RE

M1 LR LR 0305 | Bk MHTRA (LA TR AR ThER

M1 4% 048 /R A 03 06 | X ER AR E/H el E - (20U TR Sk e B B Thie
M1 5 &35 bk 0307 | K& PIRAEAIE SH AP 5Em

MO B% NTAG 4

NTAG21X % H56E 04 01 | {CX e i iU T 5 AR R 4 R EAE. HiE AT NTAG21X,

SREUE AR A 0402 | WLIEAIUEH T NTAG21X.
BETHEER 0403 | RS 1NGEH 7 NTAG21X.
B4 0404 | WA DUEH T NTAG21X.
e 0405 | IbiE4EH T MO 2 NTAG <.
5 0406 | MFEAEH T MO & NTAG K.

NTAG21X & B 0407 | AL T4 NTAG2LX FrZ&FmE . JEtrififs 4

FM1208 CPU Efré

FMCOS 0 0701 | fff CPU RARAHLHEA COS AR
FMCOS {5i% 0702 | fif CPU RIREHLIR H COS 5 AIRE
FMCOS 54 07 03 | $44T COS #84 (HMAMMUFESHEIHL CPU RRASFM)
FMAMTIMNER 164 | 0704 | R REHAEHAMNEHRR, HEREaB i - ek
1S014443B BUFRAETFL AL
14443B #F 0801 | FriERY 1SO14443B il if) K4
14443B [ 08 02 | HrUERY 1SO14443B Wl B 2 A4
14443B ik 08 03 | hRUERY 1SO14443B Wrilik F 4
14443B 3kEL UID 0804 | 1SO14443B FRHL UID #r4, & WAMEARR B i FrAs [
14443B E 453k 0805 |1S014443B E&F ka4, k. BirpR. k5%
14443B KR 0806 | FrifEf) 1SO14443B i ARAR diy 2>
14443B 1535 0807 | 1SO14443B {5iFtn 4, w2 NAEMEMARR A A
F ik 0808 | IKEU ik #7515
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1SO14443B &I SRI512 F#yd

SRI #F 08 0A | SRI512 & i) kKfn4
SRI Biivh e 0 08 0B | SRI512 % itz 4
SRI B N 08 0C | SRI512 & B g4
SRI &+ 08 OE | SRI512 % ik k4
SRI FRECUID 08 OF | SRI512 & H3FKHL UID fin 4
SRI 0810 | SRI512 & HifHedrd
SRI E 08 11 | SRI512 % 54
SRI &1 0812 | SRI512 LEHE M4
SRI fAHE 0813 | SRI512 & KR A4
1SO15693 & ICODE2 £iré

ICODE2 %1 2% 06 01 | TCODE2 %1| %4+ 4
ICODE2 2k 06 02 | TCODE2 kw4
ICODE2 i 06 03 | ICODE2 i&-Fw4
ICODE2 4 fir 06 04 | ICODE2 E 7w
ICODE2 1k 06 05 | ICODE2 izthar 4
ICODE2 5 06 06 | TCODE2 & Hefin 4
ICODE2 4 06 07 | TCODE2 4fian 4
ICODE2 5 AFI 06 08 | ICODE2 5 AFI fin4
ICODE2 4 AFT 06 09 | ICODE2 % AFT #r %
ICODE2 5 DSFID 06 OA | ICODE2 5 DSFID 4
ICODE2 4 DSFID 06 OB | ICODE2 4fi DSFID iy 4
ICODE2 REN R &if5 & 06 0C | ICODE2 FREX R Gif5 B4
ICODE2 3kH %24 R%4S | 060D | ICODE2 $REXZ ML ARAEEH 4

R4
AR PS5 0901 | EMRITFAIS, M5 EM4X00. EM4X05
BRI 0902 | {7 EM4AXO05 nf ik

R4

SR EPC 0503 | ZRELEPC, ID 4miidiik, &% 32 71
BLATfE X 0504 | fAiftRh o PUANFAE X, TEE S8k
EiEf#EX 0505 | fAHittR A PUANEE X, B S UL
B g 0506 | ffFRZEATIH, HEHEAE!
BE A 0507 | BUEIREHNAEEX, U85 A fe v il
& 1 B R 0508 | f&ihiiin) %ad, DA R B8 E A7k X
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9. fZEp
9.1 WAMHRWS
BIEHFE
ik | 55 550000 00 03 01 01 03
1-2575: / #%k: 5555
37 PRE 5 00
4 Ay Hifik: 00
5-6 T KJEF: 0003
7-8 i & 0101
9 i K57 03
L | 5555 00 0000 02 00 02
1-2 595 #4k: 5555
37 fREF: 00
4 Ay, itk 00
5-6 - KJEF: 0002
7 7 PRiRFE: 00 SNATH
8 Fi: T 02
KR FEE
Rk 55 55 00 00 00 03 01 02 00
1-2 4 k: 5555
37 fREE=: 00
4 5 bk : 00
5-6 7 KE5: 0003
7-8 FI: maT: 0102
9 T K57 00
I | 5555 00 00 00 07 00 08 C6 67 9F 26 17
1-2 595 #4k: 5555
37 REE7: 00
4 Ay, HiskF: 00
5-6 T K. 0007
7 7 WRiRFE: 00 AT
8 Fi: KA. 04 4S50 K, 024 S70 K, 08y CPUE, 06 ~N&HIE
9-12 771:  RAF4I5: C6679F 26
13 5 R 17
KA EHFF
Rk 55 55 00 00 00 03 01 03 01
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1-2 77 fn43k: 5555

3T fREE=: 00

4 A HifkF: 00

5-6 FTi: KE5: 0003

7-8 ¥ A 0103

9 7. g .//01

e | 55 55 00 00 00 02 00 02

1-2 735 #rs3k: 5555

3 A ¥ 500

4 FHy: gk~ 00

5-6 i K. 0002

7 7 PRI 00 AR

8 i T 02

FTFFigen 2%

Rk \ 55 55 00 00 00 03 01 04 06

1-2 75 fmn43k: 5555

3FT: REEF: 00

4 FHT: Hihk=: 00

5-6 s K. 0003

7-8 7 4. 0104

9 Fi: KEF: 06

Bk | 55 55 00 00 00 02 00 02

1-2 775 fn43k: 5555

3T fRE¥: 00

4 7 Hihk=~: 00

5-6 Fi: KEF: 0002

7 F FRRT: 00 AR

8 i - 02

% P e 28

Rk 55 55 00 00 00 03 01 05 07

1-2 75 4. 5555

3T fRE: 00

4 7 Hihk=~: 00

5-6 -7 K5 0003

7-8 ¥ m4F: 0105

9 i B8 07

Bk | 55 55 00 00 00 02 00 02

1-2 77 fn43k: 5555

3T fREEF: 00

4 A HifkF: 00

5-6 Fi: KEF: 0002

7 7 FRIRF: 00 AT
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EES MBT: 02
R RER
Rk 55 55 00 00 00 04 01 06 00 03
1-2 75 mA3k: 5555
3T A ¥ 00
4 77 HihikF: 00
5-6F i KB+ 00 04
7-8 A AT 0106
9 7 REE 7 00
10 F15: B 03
B | 5555 00 00 00 0200 02
1-2 fr%k: 5555
37 frEE: 00
4 5 HihkF: 00
5-6 Fi: K : 0002
7 F PRI 00 AT
8 Fi: Ry 02

B8 B EEPROM, #ihik3tE>5: 0000-007F

40 75 LT

00 00 00 00 08 07 06 OA 02 00 00

06

Rk \ 55 55 00 00 00 06 01 07 00 3020 10

1-2 595 #d3k: 5555

3T RE¥: 00

4 7 Hihk7: 00

5-6 7T KJE5: 0006

7-8 7 mAT: 0107

9-10 7. i RAFHIL N EEPROM 7 ittt 00 30, Kl

11 F75: TR KA. 20

12 75 K3 10

U 55 55 00 00 00 22 00 00 58 3F 3F 19 13 3F 3B 00 7308 AD FF 1E 4100 00
06 03 63 63 00 00 00 00 08 07 06 OA 02 00 00 06

1-2 75 m4&3k: 5555

3T A ¥: 00

4 AT Hihk: 00

5-6 i KEF: 0022

7 F RN 00 YRTh

8-39 7. iR[AI[K%#E: 00 58 3F 3F 19 13 3F 3B 00 73 08 AD FF 1E 41 00 00 06 03 63 63

g EEPROM, Z4&HhHGEA: 0030-007F. Vil Bt es R4 R
Rk 55 55 00 00 00 26 01 08 00 30 20 00 58 3F 3F 19 13 3F 3B 00 73 08 AD FF
1E 41 00 00 06 03 63 63 00 00 00 00 08 07 06 0A 02 00 00 1B
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6.3.2.10.3.5 Lock (mandatory)

Interrogators and Tags shall implement the Lock command shown in Table 6.38 and Figure 6.24. Only Tags in
the secured state shall execute a Lock command. Lock allows an Interrogator to:

* Lock individual passwords, thereby preventing or allowing subsequent reads and/or writes of that pass-
word,

¢ Lock individual memory banks, thereby preventing or allowing subsequent writes to that bank, and
* Permalock (make permanently unchangeable) the lock status for a password or memory bank.

Lock contains a 20-bit payload defined as follows:

s The first 10 payload bits are Mask bits. A Tag shall interpret these bit values as follows:
Mask = 0: Ignore the associated Action field and retain the current lock setting.

o Mask = 1: Implement the associated Action field and overwrite the current lock setting.
* The last 10 payload bits are Action bits. A Tag shall interpret these bit values as follows:

o Action = 0: Deassert lock for the associated memory location.

o Action = 1: Assert lock or permalock for the associated memory location.

(9]

The functionality of the various Action fields is described in Table 6.40.

The payload of a Lock command shall always be 20 bits in length.

If an Interrogator issues a Lock command whose Mask and Action fields attempt to change the lock status of a
nonexistent memory bank or nonexistent password, the Tag shall ignore the entire Lock command and instead
backscatter an error code (see Annex ).

Permalock bits, once asserted, cannot be deasserted. If a Tag receives a Lock whose payload attempts to deas-
sert a previously asserted permalock bit, the Tag shall ignore the Lock and backscatter an error code (see Annex
1). If a Tag receives a Lock whose payload attempts to reassert a previously asserted permalock bit, the Tag shall
simply ignore this particular Action field and implement the remainder of the Lock payload.

A Tag'’s lock bits cannot be read directly; they can be inferred by attempting to perform other memory operations.

All Tags shall implement memory locking, and all Tags shall implement the Lock command. However, Tags need
not support all the Action fields shown in Figure 6.24, depending on whether the password location or memory
bank associated with an Action field exists and is lockable and/or unlockable. Specifically, if a Tag receives a
Lock it cannot execute because one or more of the passwords or memory banks do not exist, or one or more of
the Action fields attempt to change a previously permalocked value, or one or more of the passwords or memory
banks are either not lockable or not unlockable, the Tag shall ignore the entire Lock and instead backscatter an
error code (see Annex |). The only exception to this general rule relates to Tags whose only lock functionality is to
permanently lock all memory (i.e. all memory banks and all passwords) at once; these Tags shall execute a Lock
whose payload is FFFFF,, and shall backscatter an error code for any payload other than FFFFF;.

A Lock shall be prepended with a frame-sync (see 6.3.1.2.8).

After issuing a Lock an Interrogator shall transmit CW for the lesser of Trepry Or 20ms, where Trepry is the time
between the Interrogator's Lock command and the Tag's backscattered reply. An Interrogator may observe sev-
eral possible outcomes from a Lock, depending on the success or failure of the Tag’'s memory-write operation:

s The Lock succeeds: After completing the Lock the Tag shall backscatter the reply shown in Table 6.39
and Figure 6.22 comprising a header (a 0-bit), the Tag's handle, and a CRC-16 calculated over the 0-bit
and handle. If the Interrogator observes this reply within 20 ms then the Lock completed successfully.

* The Tag encounters an error: The Tag shall backscatter an error code during the CW period rather than
the reply shown in Table 6.39 (see Annex | for error-code definitions and for the reply format).

« The Lock does not succeed: If the Interrogator does not observe a reply within 20ms then the Lock did
not complete successfully. The Interrogator may issue a Req_RN command (containing the Tag's handle)
to verify that the Tag is still in the Interrogator’s field, and may reissue the Lock.

Upon receiving a valid Lock command a Tag shall perform the commanded lock operation. The Tag's reply to a
Lock shall use the extended preamble shown in Figure 6.11 or Figure 6.15, as appropriate (i.e. a Tag shall reply
as if TRext=1 regardless of the TRext value in the Query that initiated the round).
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Table 6.38 — Lockcommand

Command Payload RN CRC-16
# of bits 8 20 16 16
description 11000101 Mask and Action Fields handle
Table 6.39 — Tag reply to a Lockcommand
Header RN CRC-16
# of bits 1 16 16
description 0 handle
Lock-Command Payload
] 1 2 3 4 5 6 7 g|lojJ1o]11 12131141516 | 17 ] 18| 19
* Kill : Access - EPC + TID - User - Kil - Access - EPC -+ TID - User -
Mask Mask Mask Mask Mask Action Action Action Action Action
Masks and Associated Action Fields
Kill pwd Access pwd | EPC memory | TID memory | User memory
0 1 2 3 4 5 6 7 8 9
skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/
Mask - - - - - - - - - -
write write write write write write write write write write
10 11 12 13 14 15 16 17 18 19
pwd pwd
Action | read/ plerma read/ perma pu\.rd perma p'.l\.rd perma pu\.rd perma
; ock ] lock | write | lock | write | lock | write | lock
write write
Figure 6.24 — Lock payload and usage
Table 6.40 — Lock Action-field functionality
pwd-write permalock Description
0 0] Associated memory bank is writeable from either the open or secured states.
0 1 Associated memory bank is permanently writeable from either the open or secured states
and may never be locked.
1 0 Associated memory bank is writeable from the secured state but not from the open state.
1 1 Associated memory bank is not writeable from any state.
pwd-read/write | permalock Description
0 0 Associated password location is readable and writeable from either the open or secured]
states.
0 1 Associated password location is permanently readable and writeable from either the open
or secured states and may never be locked.
1 0 Associated password location is readable and writeable from the secured state but not
from the open state.
1 1 Associated password location is not readable or writeable from any state.
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