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1. Introduction:

The LS68 series card reader contains three parts: high frequency (13. 56
MHz), low frequency(125KHz), and ultra—high frequency(915MHz). The high-
frequency reading card section supports 1S014443A, 1S01443B and 1S015693
protocols. Support non—contact Mifare one S50, Mifare one S70 card, FM1208
CPU card supporting 1S014443A protocol standard, SRI512 card supporting
1S014443B protocol standard and 1S015693 protocol standard ICODE2 card. The
low—frequency reading card partially supports read-only cards EM4100, EM4005,
and EM4200. In addition to the above common cards, this card reader can also
read and write other cards that are fully compliant with the 1S014443A / B
protocol. The UHF reader card partially supports the I1S018000-6C / EPC Class
-1 Generation—2 protocol and can read and write HIGS-3 UHF cards.

2. Application:
Widely used in consumption, computer rooms, Internet cafes, libraries,
member management, access control, a card system.

3. Features:

Compatibility with international standards: 1S014443A, 1S01443B, I1S015693
Support cards: Mifare One Ultralight, S50, S70, MifareProX, DESFire, FM1208;
SRI512; ICODE2; EM4100, EM4102, EM4005, EM4105, EM4200, EM4205, EM4305 and
All Compatible Cards

Operating frequency: HF 13.56 MHz; Low frequency 125KHz; UHF 915MHz

communication interface: USB, UART, RS232, RS485

Power supply: 5V

Operating distance: 20—-100mm

Operating temperature: —10° C ~ +85 ° C

Storage temperature: —20° C ~+85 ° C
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4. Select Table

Select Table:

Product |Antenna characteristics (HF Product Size remarks
Model protocol)
LS6821X 125KHZ 105%70%12 (mm) | The meaning of model X is as
follows:
1.56822X 13.56MHZ (A) 105%70%12 (mm) o
A stands for communication
[.S6824X 13. 56MHZ (AB) 105%70%12 (mm) | interface USB-HID
1.S6826X 13. 56MHZ (ABC) 105%70%12 (mm) | B stands for communication
interface USB-CDC
1.56828X | 915VHZ 105470512 (mm) | o 0ce o
_ ' C stands for communication
1S6823X | 125KHZ*13.56MHZ (A) 105%70%12 (mm) | interface UART
LS6825X 125KHZ+13. 56MHZ (AB) 105%70%12 (mm) | D stands for communication
1.S6827X 125KHZ+13. 56MHZ (ABC) 105%70%12 (mm) | interface RS232
.S682AX 915MHZ+13. 56MHZ (A) 105%70%12 (mm) | E stands for communication
1.S682CX 915MHZ+13. 56MHZ. (AB) 105%70%12 (um) | ‘mterface RS485
- High—frequency related protocols:
.S682EX 915MHZ+13. 56MHZ (ABC) 105%70%12 (mm)

13.56 MHZ(A) stands for high
LS682BX 125KHZ+915MHZ+13. 56MHZ (A) 105%70%12 (mm) frequency 1S014443A;

LS682DX 125KHZ+915MHZ+13. 56MHZ (AB) | 105%70%12 (mm) 13.56 MHz (C) represents high-
LS682FX 125KHZ+915MHZ+13. 56MHZ (ABC) | 105%70%12 (mm) | frequency 1S015693;

1.S6820X 915MHZ+13. 56MHZ (C) 105%70%12 (mm) | 13- 56 MHZ(AB) stands for high

1.S6829X 13. 56MHZ (C) 105%70%12 (mm) frequency 15014443A
' M)+ And 1S01443B:

13.56 MHZ(ABC) stands for high
frequency 150144434,
18014438 and. 1S015693;

With regard to modules:

The module adds an M character
after the product suffix X. Such
as: LS6826DM.

Note that the card reader for
the USB-HID interface is not
supported” Write Card Function
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New and old models comparison table:

01d models of New Product Model Antenna

products characteristics
LS6828A LS6821A 125KHZ
LS6828B LS6821B 125KHZ
L.S6828C LS6822A 13. 56MHZ (A)D
LS6828D LS6822B 13. 56MHZ (A)D
LS6828E LS6825A 125KHZ+13. 56MHZ (AB)
LS6828F LS6825B8 125KHZ+13. 56MHZ (AB)
LS6898A LS6821C 125KHZ
LS6898B LS6821D 125KHZ
LS6898C LS6821E 125KHZ
LS6898D LS6822C 13. 56MHZ (A)
LS6898E LS6822D 13. 56MHZ (A)
LS6898F LS6822E 13. 56MHZ (A)
LS6898H LS6823C 125KHZ+13. 56MHZ (A)
LS6898] LS6823D 125KHZ+13. 56MHZ (A)
LS6898K LS6823E 125KHZ+13. 56MHZ (A)
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5.System diagram:

User
interface
VCC “«—>
TXD/DM —» Interface High / Low frequency

conversion _ o High / Low
RXD/DP «—» command transceiver circuit Frequency

GND —P pro'\(;lecsslng module Antenna

6. Interface communication protocol

6.1 Serial bottom format
The serial port communication data string contains the starting bit,

the data bit, and the stop bit. The baud rate is the common baud rate.
As shown in the following table:

Argument number |describe

Porter rate 2400, 4800, 9600, 19200, 38400, 57600, 115200bit/s
Data bit S8 bits

Start bit 1 bit

Stop Bit 1 bit

Check bit None

The default settings for serial ports are as follows:

Porter rate Data Start Stop Check
bit bit Bit bit
57600bit/s 8bit 1bit 1bit None
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6. 2 Order Format
a.Serial port data transmission(host computer—& GT; Card reader) :

Command | Keep Address | Length | Command Command Verify
Head Words Word word Word Parameters| Words
2 1 1 2 2 N 1

Command Header: Two bytes, fixed to 55 55
~ Keep word: one byte, fixed at 00
~ Address Word: One byte, default is 00
Length word: two bytes, large format, calculated from the command word until
the last byte command word: two bytes
Command parameter; N bytes, N greater than or equal to 0

Verify word: .one byte, all data word by word node or value

b.Serial port data reception(card reader — & GT; Upper computer):
Command Keep Address Length Standard Data Verify
Head Words Word word literacy returned Words
2 1 1. 2 1 N 1

Command Header: Two bytes fixed to 55 55

Keep word: one byte, fixed at 00

Address Word: One byte, default is 00 _

Length word: two bytes, large end format, calculated from the standard, until the
last byte can be labeled: one byte, command e_xecuti:on is 00, others are error
codes |

Data returned: N bytes, N greater than or equal to'0

Verify word: one byte, all data word by word node or value

Note: Identification fields represent only the result of the execution of the link
layer. If there is an application data exchange, the result of the application data
execution is attached to the end of Return Data. For example, the execution of the COS

instruction ultimately depends on the command return value in the Return Data field.
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7. Operation Introduction

7.1 Introduction to Operations

After the card reader is turned on, the LED appears as a red Changliang.
When the internal initialization is complete, the buzzer rings once,

The LED presents a green flash(USB-HID type is Changliang), and the
card reader is in an automatic card search state. When the appropriate card
is close to the range of the card, the buzzer calls once, and the card
information is returned to the host computer software.

The user can send the “Close Auto Search Card” command to stop the card
reader from automatically scanning the card. At this point, the LED
presents a green Changliang, and the user must send a suitable command to
access the card. If the user sends the “Start Auto Search Card” command,
the reader will start the next round of search cards, where the LED appears
green (except for the USB-HID type).

Users can send appropriate commands to access the card at any time in
any state. Operation cards using serial command (such as query card,
conflict prevention, selection card, read block, write block, COS command),
you must close the automatic search card. The default address of the reader
is 0, so the DEMO software of the satellite host also defaults to access
the card with a 0 address

Machine. If the card reader address is changed, enter the Parameter
Configuration window and click Get Card Reader Address to match the correct
address.

For card readers with different interfaces, it is necessary to open the
corresponding upper computer communication software to receive or send data
correctly. See the following table for details:

User Interface Upper Computer Software
USB-HID Any Text Editor
USB-CDC Serial debugging software
UART Serial debugging software
RS232 Serial debugging software
RS485 Serial debugging software

Usb—cdc supports WindowsXP, WindowsVista, windows7, windows8, Android
And other common operating systems.

Lianxing Microelectronics Co., E-mail: sales@linksilicon.com

Ltd Website: http://www.linksilicon.cn 7
Soles onlls o2s.eezs0112 Fax: 028-85170326 Address: No. 5, Gaopeng.Avenue, . Chengdu 610041 ...


http://www.linksilicon.cn/
mailto:sales@linksilicon.com

@nistar _ _
Link Microelectronics RFID multifunction card reader

7.2 Automatic card search data format
“Automatic card search” is the default setting of the card reader

factory: automatic card search after power, hexadecimal data output. When
the reader searches for a suitable card, the data including UID is
immediately returned to the host without manual intervention.

Note that the UID seen in the DEMO software monitoring window of the
satellite host computer is printed through the underlying API. If the
secondary developer wants to obtain the UID raw data, it needs to call
the relevant function to achieve it.The “Open Auto Get UID” button in the
software demonstrates the calling method.

Data output format: card type code + card serial number (UID).

All are hexadecimal.

Card type code: one byte. This code is a custom identifier and does

not belong to the card internal encoding. Card serial number: 4 to

8 bytes, related to the card type. The serial numbers are all card

internal codes.

Card Type Type Serial number instructions
Code of bytes
MIFARE_S50 0X04 4 Mifare S50 card
MIFARE_S70 0X02 4 Mifare S70 card
FM_1208 0X08 4 Fudan Microelectronic CPU
Card
MIFARE_ULRALIGHT 0X00 7 Mifare Light Card
NTAG203 0XEO 7 NFC Type 2 Tag
NTAG213 0XE3 7 NFC Type 2 Tag
NTAG215 0XE5 7 NFC Type 2 Tag
NTAG216 0XE6 7 NFC Type 2 Tag
MIFARE_PLUS 0X42 7 Mifare PLUS Card
MIFARE_DES 0X44 7 Mifare DES CPU Card
Other ISO 14443A Protocol OXFE 4~8 Other unusual 14443A agreement cards
Cards
Identity card 0X06 8 Second generation ID card
ST _SRI512 0X12 8 ST Company ISO14443-B Protocol Card
NXP_ICODE2 O0XE4 8 NXP ISO 15693 protocol card
Higgs-3 0X09 12 Ordinary UHF Card

Note that the card reader can identify the card category based on the antenna features and
the known card coding features, and its judgment basis is limited. Therefore, the specific model
and read-write characteristics of the card shall be finally confirmed by the user. The main
purpose of the card reader is to read and write cards, not to distinguish them. The scope of type
code identification is limited, only for reference and prompt.

Lianxing Microelectronics Co., E-mail: sales@linksilicon.com

Ltd Website: http://www.linksilicon.cn 8
Soles onlls o2s.eezs0112 Fax: 028-85170326 Address: No. 5, Gaopeng.Avenue, . Chengdu 610041 ...


http://www.linksilicon.cn/
mailto:sales@linksilicon.com

@nistar _ _
Link Microelectronics RFID multifunction card reader

Screenshot of USB-HID card reader:

| cardaxt - iB5 = S
R SSE) BEio) B0 FEEELH)

10000Ffd622
2034LT3306
04bL25F20cf
0Z2Z6ebddcz
O8cE66TIFEE
000472a81 2002980
42049-3aZaThL2880
44047945a2092580|
feaf5155dk

Note that the above figure is the card reading instance of USB-HID interface card

reader, which can only read the card but not write it. The default setting is hexadecimal data
format output. Customers who need output in decimal format should contact the manufacturer for
modification, and it Is only limited to the USB-HID interface card reader.

7.3 Introduction to USB Card Reader Usage

1. Connect the card reader to the PC with a USB data cable. If the USB
is an HID class, the PC will automatically install the driver; If it
is a CDC class, follow the prompt to install the virtual serial driver
we provide. The specific installation method is shown in the appendix
to this manual. WIN10, Android, and Linux systems do not need to be
specifically installed.

2. For USB HID classes, open any editable document; For USB CDC
classes, open serial debugging software, serial port configuration:
baud rate 9600, data bit 8, stop bit 1, no check bit, hexadecimal
receive and send. Unlike USB CDC, UART / RS232/RS485 has a baud rate
of 57600.

3. Close the card to the reader and wait for it to read automatically
or send commands through the host software. When the command is
executed, the buzzer calls(the buzzer takes 50 milliseconds and the
user can be configured not to call) and returns the data to the
corresponding software.

7.4 Introduction to Transfer Usage of Cascaded Card Reader Interface
The LS68 series reader board connector is unified as USB =~ Mini and is
generally used to transmit USB signals. However, for electrical
features such as UART, RS232, RS485, etc., our card readers still use
USB cables to transmit their signals. At the terminal, you can choose
to use the adapter to convert the USB-Mini connector into the
corresponding serial connector, or connector. We offer USB turn RS232,
USB turn RS485 connector (see figure below). As for UART, because there
is no recognized connector and it is more common in direct connections,
professional connectors are not provided, and only USB cables are used
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7.5 Introduction to Direct Connection Usage of Serial Type Card Reader

Experienced users can identify their own wiring based on the signal
on the surface of the reader(this situation is consistent with most field
applications). The interface signal of the reader is configured at the
factory time, and the user only needs to connect the corresponding signal
line to the corresponding connector.

For users using the RS232 interface, do the
following security measures:

1. Ensure that the ground line of the card reader
is connected to the ground line(foot 5) of the RS232
connector.

2. Ensure that the RS-232 connector is grounded
in its metal housing.

3. Ensure that the power supply voltage is around
5V, normal conditions are 4.8 V to 5.2 V.
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Electrical interface:

As shown in the figure above, the connector is unified as a USB-Mini
type, but the meaning of the electrical signal is determined by the model
and is not/a unified USB.signal. The specific distribution is as follows:

Electrical meaning for each pin of the

User connector (icon left to right)
interface
1 2 3 4 5
USB +5V - DM DP ID GND
UART +5V TXD RXD GND GND

Among them, TXD and RXD represent the port of the upper computer device.
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8. User Command Table

function Command Description of functions
Word

Card Reader Function
Selection / Configuration

Start Auto Search 01 01 After this command is started, the card reader will
Card continuously search for the card and automatically return
the UID after the card is successfully searched

Get Card 01 02 Read the type and serial number of the card recorded
Information during the last automatic card search
Close Auto Search 01 03 When the card is close to the reader, there is no
Card automatic return of data after closing the automatic card
search
Turn on the buzzer. 01 04 Turn on the buzzer so it can ring
Shut off the 01 05 Turn off the buzzer so it won’t ring
buzzer.
Shut down all 01 06 Close all antennas(then automatically open if there is a
antennas read and write card operation)
Read the card chip 01 07 Read the contents of the address specified by EEPROM
EEPROM inside the reader chip
Write card chip 01 08 Write data to the address specified by EEPROM, safe
EEPROM range: 0030-007F
Manual card search 01 09 Execute this command once, the card reader only completes
the card search once, and the result is immediately
returned
Configure Card BD 01 This command is only valid for UART / RS232/RS485 user
Reader Port Rate interface

This command is used for online configuration. Parameters
are lost after power is lost

Get card reader 0A 01 Gets the card reader’s serial number, which is a 4-byte
serial number hexadecimal number

ISO 14443A card initialization

14443A Inquiry Card 02 01 1S014443A card command, parameter 26 for standard request
and 52 for wake up request

14443A Conflict 02 02 1S014443A card conflict prevention command (multiple cards

prevention respond to conflict at the same time)

14443A Card 02 03 1S014443A card selection command(card reader automatic

Selection selection card, user can not intervene)

14443A Composite 02 04 ISO 14443A card query card, conflict prevention, card

Search Card selection completed in one step, only return the serial
number

14443A card dormancy 02 05 Sleep 1S014443A cards
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M1 card command(in this document, Ml card
represents SH0 and S70 cards)

Relative addressing(default): fan area code +
relative block number;

Absolute addressing: Absolute block number

M1 Key Verification 03 01 The key must be verified and the card store can be read
: ' and written only after success

M1 Reading block } 0302 Read the contents of a block address, 16 bytes per block
ML writing block 03 03 Write data to a block address, 16 bytes per block
M1 wallet — - 03.04 Initialize a block as a wallet function
initialization '
ML Read wallet 03 05 Read wallet current balance(must ensure addressed block
balance - 2 has wallet function)
MI wallet 03106 Replenishment / consumption of wallet (must ensure
increase/impairment _ addressed block has wallet function)
M1 Composite 0307 Complete key validation and read/write block in one step

read/writing block

MO or NTAG card command

NTAG21X key 04 01 Authentication is required only for writing operations on
verification the encrypted page. Only applicable to NTAG21X.
Get chip version 04 02 This instruction is only applicable to NTAG21X.
number
Reading counter 04 03 This instruction is only applicable to NTAG21X.
Read Signature 04 04 This instruction is only-applicable to NTAG21X.
Page Data 04 05 This instruction applies to MO and NTAG cards
Page Data 04 06 This instruction,applies to MO and NTAG cards

NTAG21X key setting 04 07 This instruction is used to encrypt the NTAG21X tag card.
Non-standard instructions.

FM1208 CPU Card Command

FMCOS activation 07 01 Bring CPU Card Status Machine /into COS command state
FMCOS is out of 07 02 Deactivate CPU Card Status Machine from COS command state
action
FMCOS command 07 03 Execute COS command(specific protocol requires reference

to the relevant CPU card user manual)

FM External 07 04 You only need to enter the key and key identification.

Authentication All other processes are done by the card reader.
Composite :
Instruction

ISO 14443B standard protocol command

14443B Enquiry Card 08 01 Standard ISO 14443B protocol query card command

14443B Conflict 08 02 [Standard ISO 14443B conflict prevention command
prevention
14443B Select Card 08 03 Standard ISO 14443B Protocol Card Selection Command
14443B Get UID 08 04 [1S01443B gets the UID command. The content of the command

varies depending on the specific card.

14443B Composite 08 05
A ] |
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14443B dormant 08 06 Standard 1S01443B protocol dormant command
14443B is out of 08 07 IS01443B Stop Order. The content of the order varies
action depending on the specific card

Find Identity Card 08 08 Obtain ID card internal serial number

I1S01443B SRI512 card command

SRI Inquiry Card 08 OA [SRI512 dedicated query card command

SRI Conflict 08 0B [SRI512 dedicated conflict prevention command
Prevention 0 '

SRI Conflict 08 0C [SRI512 dedicated conflict prevention command

Prevention N

SRI Select Card 08 0E " [SRI512 Special Card Selection Command

SRI gets UID 08 OF SRI512 Access UID command exclusively

SRI Reading Block 08 10 |SRI512 dedicated read block command

SRI Write Block 0811  SRI512 dedicated block command

SRI reset 0812 SRI512 dedicated reset command

SRI dormancy 08 13~ SR1512 dedicated dormant command

- 1S015693 ICODEZ card command

ICODE2 List 06 01 ICODE2- List Command
ICODE2 Silence 06 02 ICODE2-Silent Command
ICODE2 card 06 03 ICODEZ Card Selection Command
selection :
ICODE2 reset 06 04 ICODE2 reset command
ICODE2 Reading 06 05 TCODE2 read block command
Block
ICODE2 Write Block 06 06 ICODE2 Write Block Command
ICODEZ2 Lock Block 06 07 ICODE2 Lock Command
ICODE2 writes AFI 06 08 ICODE2 writes AFT commands -
ICODE2 Lock AFI 06 09 ICODE2 Lock AFI"command
ICODE2 Write DSFID 06 OA  [ICODE2 Write DSID command
ICODE2 Lock DSFID 06 0B ICODE2 lock DSFID command
ICODE2 Access to 06 0C ICODE2 Access System Information Command .
System Information
ICODE2 Get a secure 06 OD ICODE2 gets security status information commands for
state multiple blocks
Low frequency card command
Read low frequency 09 01 Read the serial number of the low frequency card, including-
card serial number EM4X00, EM4X05 '
Read low frequency 09 02 Only EM4X05 can be read
card block number
UHF Card Command
Get EPC 0503 Get EPC, ID encoding is longer, up to 32 bytes
Reading storage 05 04 There are four storage areas in the storage body,
area selected by parameters
Write Storage 0505 There are four storage areas in the storage body,
selected by parameters
Damage Label 0506 |Make the label unusable, be careful!
Lock Storage 0507 Locks the specified storage area and can not access it
until the password is verified
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9. Examples of orders
9.1 Equipment related orders

Start Auto Searéh Card

sending | 555500 00-00 03 01 01 03
1-2 bytes: Command Head: 55 55

3 bytes: Keep-Words: 00

4 bytes:/ Addregs Word: 00

5—6 bytes: Length word: 0003

7-8 bytes: Command Word: 01 01

9 bytes: Verify Words: 03

receive 55 5500 00 00 02 00 02
1-2 bytes: Command Head: 55 55

3 bytes: Keep Words: 00

1 bytes: Address Word: 00~

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success
3 bytes: Verify Words: 02

Get Card Information

sending 55 55 00 00 00 03 01 02 00
1-2 bytes: Command Head: 55 55

3 bytes: Keep Words: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 03
7-8 bytes: Command Word: 01 02

9 bytes: Verify Words: 00

receive 55 55 00 00 00 07 00 08 C6 67 9F 26 17
1-2 bytes: Command Head: 5555

3 bytes: Keep Words: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 Q7

7 bytes: Standard literacy: 00 ARIH

8 bytes: Card type: 04 is S50 card, 02 is S70 card, 08 is a CPU card, 06 is ID
card

9-12 bytes: Card serial number: C6 67 9F 26

13 bytes: Verify words: 17

Close Auto Search Card
Sending 555500 00 00 03 01 03 01
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1-2 bytes: Command Head: 55 55

3 bytes: Keep Words: 00

4 bytes: Address Word: 00

5—6 bytes: Length Word: 00 03

7-8 bytes: Command Word: 01 03

9 bytes: “Verify words: 01
receive 55 5500 00 00 02 00 02
1-2 bytes: Command Head: 55 55

3 bytes : Keep Words:. 00

4 bytes: Address Word: 00

5—6 bytes: l;éngtb/ Word: 0002

7 bytes: Standard. literacy: 00_ for, Success
3 bytes: V"orify Wordéz 02 .

Turn on the buzzer

55 55 0000 0.0 03 01 04 06

Sending

1-2 bytes: COmmand Head: 55 85

3 bytes: Keep Words: 00

4 bytes: Address Word: 00-

5-6 bytes: Length Word: 00 03

7-8 bytes: Command Word: 01 04

9 bytes: Verify words: 06
receive 55 55 00 00 00 02 00 02
1-2 bytes: COmmand Head: 55 55

3 bytes: Keep Words: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Verify words: 02

Shut off the buzzer

Sending 55 55 00 00 00 03 01 05 07
1-2 bytes: Command Head: 55 55

3 bytes: Keep Words: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 03

7-8 bytes: Command Word: 01 05

9 bytes: Verify words: 07
receive 55 55 00 00 00 02 00 02
1-2 bytes: Command Head: 55 55

3 bytes: Keep Words: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02
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Verify
8 bytes words: 02

Shut down all antennas

Sending .~ | 55550000 00 04 01 06 00 03
1-2-bytesy < Command. Head: 55 55

3 bytbs: Keep Word:. 00

4 bytes: Addrcsé Word:. 00

5-6 bytes: Length Word: 00 04
7-8 bytes: . Command Word: 01 06

9 bytes: Keep Word: 00
10 bytes: Verify words: 03 \
receive 55 55 00 00 00 02 00 02

1-2 bytes: Command Head: 5555
3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 0_2'

7 bytes: Standard literacy: 00 for Success
8 bytes: Verify words: 02 .

Read the card chip EEPROM, address range: 0000-007F

Sending 55 55 00 00 00 06 01 07 00 30 20 10
1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 06
7-8 bytes: Command Word: 01 07

9-10 bytes: The byte address of EEPROM inside the card tTeader RF chip: 0030
large end :

11 bytes: Length of data to read: 20
12 bytes: Verify words: 10 . :
receive 5555 00 00 00 22 00 00 58 3F 3F 19 13 3F 3B 00 73 08 AD FF 1E 41 00 00

06 03 63 63 00 00 00 00 08 07 06 OA 02 00 00 06

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 22

7 bytes: Standard literacy: 00 for Success

8-39 bytes: Data returned: 0058 3F 3F 19 13 3F 3B 00 73 08 AD FF 1E 41 00 00 06 03
63 63

00 00 00 00 08 07 06 OA 02 00 00
40 bytes: Verify words: 06
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Mrite card chip EEPROM, safe address range: 0030—-007F. Access to other addresses
can cause system anomalies

Sending 55 55 00 00 00 26 01 08 00 30 20 00 58 3F 3F 19 13 3F 3B 00 73 08 AD FF
1E 41 00 00 06 03 63 63 00 00 00 00 08 07 06 OA 02 00 00 1B

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: ‘)Add_r'ess Word: 00

5-6 bytes:  Length Wbrd: 00 26
7-8 bytes: Command Word: 01 08

9-10-bytes: The byﬁe address of EEPROM inside the card reader RF chip: 0030, large
end :

11 bytes: 20 Length of data to write: 20

12-43 bytes: Data to write 40 EEPROM: : 00 58 3F 3F 19 13 3F 3B 00 73 08 AD FF 1E 41 00
00 06 03 63 63 00 00 00 00 08 07 06 OA 02 00 00

44 bytes: Vorifywords; ’IB . '

receive 55 55 00 00:00 02 00.02

1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02 _

7 bytes: Standard literacy: 00 for Success
8 bytes: Verify words: 02

Manual card search

Sending 55 55 00 00 00 03 01 09 0B
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 03
7-8 bytes: Command Word: 01 09

9 bytes: Verify words: 0B

receive 55 55 00 00 00 07 00 04 B2 5F 20 CF 01

1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 07

7 bytes: Standard literacy: 00 for Success

8 bytes: card type: 04 is S50 card, 02 is S70 card, 08 is CPU card, 06 is ID
card

9-12 bytes: The serial number of the card: B2 5F 20 CF

13 bytes: Verify words: 01
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Get card reader serial number

Sending | 55 55 00 00 00 03 OA 01 08

1-2 bytes: Command Head: 55 55
3 bytes: Keep Word: 00

4 bytes: Address Word: 00
5-6 bytes: Length Word: 00 03
7-8 bytes: Command Word: OA 01
9 bytes: Verify words: 08

receive 55 55 00 00 00 06 00 D1 37 3F 55 8A

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 06

7 bytes: Standard literacy: 00 for Success

8-11 bytes: Card Reader Serial Number: D1 37 3F 55
12 bytes :  Verify words: 8A

Configure Card Reader Port Rate

Sending 55 55 00 00 00 04 BD 01 06 BE

1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04

7-8 bytes: Command Word: BD 01

9 bytes: Porter rate code: 06 (57600bit/s) . H'E: 1 (2400bit/'s) , 2(4800 bit/s),
3(9600 bit/s), 4(19200 bit/s), 5(38400 bit/s), 6(57600 bit/s), 7(115200bit/s)-

10 bytes: Verify words: BE

receive | 55 55 00 00 00 02 00 02

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success

8 bytes: Verify words: 02
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9.2 basic command of iso14443a protocol card

14443a inquiry card

Sending | 55 55 00 00 00 04 02 01 52 55
1-2 bytes: Command Head: 55 55

3 bytes: . ‘Keeb_Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04
7—87bytes: Command Word: 02 01

9 bytes: 52-for awakening inquiry cards; 26 is the standard query card, but
can not /access-the card into dormant state

10 bytes: Vorify words: 55

receive 55 5500 00 00 04 00 08 00 OC

1-2bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Words 00

5-6 bytes: Length Word: 00 04

7 bytes: Standard literacy: 00 for Success

8-9 bytes: ATQA: 04 00 is SHQ card, 02 00 is S70 card, small-end format. For
details of the ATQA format, see 1S014443-3 Section 6.4. 2.

10 bytes: Check word: 0C

14443A Conflict prevention

Sending 55 55 00 00 00 04 02 02 93 97
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04

7-8 bytes: Command Word: 02 02

9 bytes: Series Level: 93

10 bytes: Verify words: 97 _

Note: When the conflict prevention command is first sent, the tandem level is
93. If the received UID begins with 88, you need to send the cbhflict prevention
command and the card selection command again after the card seléction command.
The tandem level must be changed to 95 in advance. By analogy. There éro three
levels in the series: 93, 95, 97. See section 6.4.3.2 of IS0 14443-3 for
details. '

receive 55 55 00 00 00 06 00 B2 5F 20 CF 04
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1-2 bytes:
3 bytes:
4 bytes:
5-6 bytes:
7 bytes:
8-11 bytes:
12 bytes:

Command Head: 55 55
Keep Word: 00
Address Word: 00
Length Word: 00 06

Standard literacy: 00 for Success

The serial number of the card: B2 5F 20 CF

Verify Words: 04

Note: If the serial number begins with 88, the actual serial number is three bytes

after 88. The remainder of the serial number is obtained in the next conflict

prevention. There are three types of bytes in the serial number: 4 bytes, 7 bytes, or

10 bytes

14443A Card Selection

Sending 55 55 00 00 00 04 02 03 93 96

1-2bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04

7-8 bytes: Command Word: 02 03

9 bytes: Series Level: 93, Must be consistent with the level of concatenation

in the Conflict Prevention command

10 bytes: Verify Words: 96
receive 55 55 00 00 00 03 00 08 0B
1-2 bytes: Command Head: 55 55
3 bytes: Keep Word: 00
4 bytes: Address Word: 00
5-6 bytes: Length Word: 00 03
7 bytes: Standard literacy: 00 for Success
8 bytes: SAK :08, if the 6th bit of this byte is 1, it supports the 1S014443-
4 protocol. For details of the SAK format, see ISO 14443-3 Section 6.4.3.4
9 bytes: Verify Words: OB
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14443a composite card searching

Sending | 55 55 00 00 00 03 02 04 05

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address - Word: 00

5-6 bytes: Length Word: 00 03

7-8 bytes: Command‘Word: 02 04

O-bytes: Verify Words: 05

receive 55 55 00 00 00 06 00 B2 5F 20 CF 04
1-2 bytes: Command Head: .55 55

3 bytes: Keep Word: 00

4 bytes: Address Word:00

5-6 bytes: Length Word: 00 06 _

7 bytes: Standard literacy: 00 for Success
8-11 bytes: Card serial number: B2 5F 20 CF
12 bytes: Verify Words: 04

14443 A sleep

Sending 55 55 00 00 00 03 02 0504

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5—6 bytes: Length Word: 00 03

7-8 bytes: Command Word: 02 05
9 bytes: Verify Words: 04

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00
4 bytes: Address Word: 00
5—6 bytes: Length Word: 00 02
7 bytes: Standard literacy: 00 for Success
3 bytes: Verify Words: 02

9.3 S50/ S70 card related commands

M1 Key Verification

Sending | 55 55 00 00 00 OD 03 01 00 02 01 60 FF FF FF FF FF FF 6C

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 OD

7-8 bytes: Command Word: 03 01

9 bytes: Address Selection: 00, Relative addressing; 01, Absolute addressing

10 bytes: Sector Address: 02, This byte is 00 when absolute addressing
RAREMETRGEMAT ik httplwwwlinksiliconen il sales@linksilicon.com
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11 bytes: Relative Block Address: 01, This byte is an absolute block address
when absolutely addressing

12 bytes: Key Type: 60 is type A and 61 is type B
13-18bytes: encryption key: FF FF FF FF FF FF

19 bytes: Verify Words: 6C

receive | 555500 00 00 02 00 02

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytés: Address Word: 00

5-6-bytes: Length Word: 00.02

7 bytcs: Standard. literacy: 00 for Success

8 bytes: Verify Words: 02

M1 read block

Sending 55 55 00 00 00 06 03 02 00 02 01 04
1-2 bytes: Command Head: 5555 '

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 06 .
7-8 bytes: Command Word: 0302

9 bytes: Address Selection: 00, Relative'addressing; 01, Absolute addressing
10 bytes: Sector Address: 02, This byte is 00-when absolute addressing

11 bytes: Relative Block Address: 01, This byte is an absolute block address when
absolutely addressing ]

12 bytes: Verify Words: 04

receive 5555 00 00 00 12 00 30 31 32 33 34 35 36 37 38 394142 43 44 45 46 14
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Length Word: 00

5-6 bytes: Length Word: 00 12

7 bytes: Standard literacy: 00 for Success

8-23 bytes: Block data returned : 30 31 32 33 34 35 36 37 38 39 4142 434445 46
24 bytes: Verify Words: 14

M1 write block

Sending 5555 00 00 00 16 03 03 00 02 01 30 31 32 33 34 35 36 37 38 39 41 42 43 44

4546 13
1-2 bytes: Command Head: 55 55
3 bytes: Keep Word: 00
4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 16
7-8 bytes: Command Word: 03 03

9 bytes: Address Selection: 00, Relative addressing; 01, Absolute addressing
10 bytes: sector address: 02, This byte is 00 for absolute addressing
11 bytes: Relative Block Address: 01, This byte is an absolute block address

when addressing absolutely
12-27bytes: Block data to be written: 3031 32 33 34 35 36 37 38 3941 42 43 44 45 46
28 byyps:‘ Verl[y_Worda 13
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| 555500 00 00 02 00 02

receive

1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: ‘Stahdard literacy: 00 for Success
8 bytes:

Verify Words: 02

M1 wallet initialization

Sending 5555 00 00 00 OA 03 04 00 02 02 64 00 00 00 69

1-2 bytes:  Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OA

7-8 bytes: Command word: 03 04

9 bytes: Address Selection: 00, Relative addressing; 01, Absolute addressing
10 bytes: sector address: 02,- This byte is 00 for-absolute addressing

11 bytes: Relative Block Addrcss: 02;'This byte is an absolute block address

when addressing absolutely
12-15 bytes: initialize value: 64 00 00 00; Small end

16 bytes: Verify Words: 69

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success

8 bytes: Verify Words: 02

M1 Wallet

Sending 55 55 00 00 00 06 03 05 00 02 02 00

1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 06

7-8 bytes: Command word: 03 05

9 bytes: Address Selection: 00, Relative addressing; 01, Absolute addressing
10 bytes: sector address: 02, This byte is 00 in absolute addressing

11 bytes: Relative Block Address: 02, This byte is an absolute block address

when addressing absolutely

12 bytes: Verify Words: 00
receive | 55 55 00 00 00 06 00 64 00 00 00 62
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1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 06

7 bytes: Standard literacy: 00 for Success

8-11 bytes: Returned wallet balance: 64 00 00 00, Small end

12 bytes: ‘Ver-i..f'y_ Words: 62

M1 wallet recharge (value added)

Sending 55 55 00 00 00 0B 03 06 01 00 02 02 64 00 00 00 6B
1-2 bytes: . Command Head: 5555 ~

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Wérd:400 0B
7-8 bytes: Command Word: 0306

9 bytes: Operation Mark: 01 (increment)

10 bytes: Address Setection: 00, Relative addressing; 01, Absolute addressing
11 bytes: sector address: 02, This byte is 00 for absolute addressing

12 bytes: Relative Block Addros,s: 02, This byte is an absolute block address

when addressing absolutely y
13-16 bytes: Value to be added: 64 0000 00, Small end
17 bytes: Verify Words: 6B

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Verify Words: 02

M1 wallet deduction (impairment)

Sending 55 55 00 00 00 0B 03 06 02 00 0202 0A 00000006

1-2 bytes: Command Head: 55 55
3 bytes: Keep Word: 00
4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 OB
7-8 bytes: Command Word: 03 06

9 bytes: Operation Mark: 02 (Impairment)

10 bytes: Address Selection: 00, Relative addressing; 01, Absolute Addressing
11 bytes: sector address: 02, This byte is 00 for absolute addressing

12 bytes: Relative Block Address: 02, This byte is an absolute block address

when addressing absolutely
13-16 bytes: Value to subtract: OA 00 00 00, Small end
17 bytes: Verify Words: 06

receive 55 55 00 00 00 02 00 02
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1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: _Validation word: 02

M1 Composite block =

Sending 5555 00 00 00 1E 03 07 01 00 02 01 60 FF FF FF FF FF FF 00 11 22 33 44
5566 77 88 99 AA BB CC DD EE FF 78

1-2 bytes: Command Head: 55 55
3 bytes: Keep - Word: 00 .

4 bytes: Address Word: 00
5-6 bytes: Length Word: QO 1E
7-8 bytes: Command Word: 0307

9 bytes: Operatioﬁ Mark: 01 (Write block)
10 bytes: Address Selection: 00, Relative addressing; 01, Absolute Addressing
11 bytes: sector address: 02, This byte is 00 for-absolute addressing

12 bytes: Relative Block Address: 01; This byte _is an absolute block address
when addressing absolutely

13 bytes: Key type: 60 istype A, 61 is type B
14-19 bytes: secret key: FF FF FF FF FF FF
20-35 bytes: Written block data: 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

36 bytes: Verification word: 78

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command Head: 55 55

3 bytes : Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Validation word: 02

M1 composite reading block

Sending 55 55 00 00 00 OE 03 07 00 00 02 01 60 FF FF FF FF FF FF 4E
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 OE
7-8 bytes: Command Word: 03 07

9 bytes: Operation Mark: 00 (Read block)

10 bytes: Address Selection: 00, Relative addressing; 01, Absolute Addressing
11 bytes: sector address: 02, This byte is 00 in absolute addressing

12 bytes: Relative Block Address: 01, When absolute addressing, this byte is

absolute block address
13 bytes: Key type: 60 A%, 61 4B
14— 19 byLes %ecret key: FF FFFF FF FF FF

25
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20 bytes: Check words: 4E

receive | 55550000 00 12 00 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF 12
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 02

7 bytes: Standard literacy: 00 for Success

8-23 bytes : Readout Block Address: 00 11 22 33 44 5566 77 88 99 AABB CC DD
EE FF

24 bytes: Check words: 12
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9.4 MO/NTAG Card Related Commands

NTAG21X Key Verification

Sengding 155 5500 00 00 07 04 01 FF  FF FF 02
o FF
1-2 bytes:y Command Head: 5555
3 bytes; Keep Word: 00
4 bytes: Addross Word: 00
5-6 bytes: Length Word:*00 07~ -
7-8 bytes: Command Word:. 0401
9-12 bytes: secret key: FF FF FF FF
13 bytes: Check words: 02
receive 55 55 00 00 00 04 00 FF FF 04
1-2bytes: Command Head: 5555
3 bytes: Keep Word: 00 .
4 bytes: Address  Word:00
5—6 bytes: Length Word: 00 04 .
7 bytes: Standard literacy: 00 for success
S-9 bytes: Authenticated Return Word: FFFF 2§ PACK -
10 bytes: Value validation: 04 :

MO or NTAG read page data

Sengding 55 55 00 00 00 04 04 05 20 25

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04

7-8 bytes: Command Word: 04 05

9 bytes: Page Address: 20, For NTAG213, the maximum page addressis 2C

10 bytes: Check words: 25 y .
receive 5555 00 00 00 12 00 30 31 32 33 34 35 36 37 38 39 41 42 43 44 45 46 14
1-2 bytes: Command Head: 55 55 '

3 bytes: Keep words: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 12

7 bytes: Standard literacy: 00 for success

8-23 bytes: Page data returned (4 pages): 3031323334 353637 383941424344
45 46

24 bytes: Check words: 14

MO or NTAG Page Writing Data

Sengding

55 55 00 00 00 08 04 06 20 04 00 00 FF D1
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1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00
4 bytes: Address Word: 00
5—6 bytes: Length Word: 00 08
7-8 bytes: Command Word: 04 06
9 bytes: ~“Page Address: 20
10-13 ~ Block data to be written: 04 00 00 FF
bytos:_, 7 z :
14 bytes: Check words: D1
receive 55 55 00 00.00 02 00 02
1-2 bytes: Command Head: .55 55
3 bytes: < Keep Word: 00
4 bytes: Address Word: 00
5-6 bytes: Length Word: 00 02 _
7 bytes: Standard literacy: 00 for success

S bytes: Check Words: 02

NTAG21X Key Settings

Sending 5555 00 00 00 OC_ 04 07 FF FF FF FF FF FF FF FF FF FO
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 OC

7-8 bytes: Command Word: 04 07

9-12 bytes: 01d password: FF FF FF FF

13-16 bytes: Block data to be written: FF FF FF FF p

17 bytes: Encryption Range: FF. FF refers to“encrypting FF péges and-all
previous pages

18 bytes: Check Words: FO

receive 55 55 00 00 00 02 00 02

1-2 bytes: | Command Word: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: | Length Word: 00 02

7 bytes: Standard literacy: 00 for success
8 bytes: Check Words: 02

Get NTAG21X chip version number

Sending 55 55 00 00 00 03 04 02 05
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 03
7-8 bytes: Command Word: 04 02
9 bytes: Check Words: 05
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receive | 55 55 00 00 00 OA 00 00 04 04 02 01 00 OF 03 05
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 OA

7 bytes: Standard literacy: 00 for success

8-15 bytes: Return version number: 00 04 04 02 01 00 OF 03
16 bytes: Check Words: 05

NTAG21X | read signature

1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 03

7-8 bytes: Command Word: 04 04

9 bytes: Check Words: 03
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receive 55 55 0000 00 22 00°A9 07 8F 00 6E AC BC 8E 9A 1B D6 57 32 D8 55 25 3D
87 DE CB 5D 7A 89.D7 FB C0O B0 68 A0 40 00 00 97
1-2 bytes: Command Head: 5555

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 22

7 bytes: Standard literacy: 00 for success

8-39bytes: Signature returned: A9 07 8F 00 6E AC BC 8E 9A 1B D6 57 32 D8 55 25 3D 87
DE CB :

5D 7A 89 D7 FB CO BO 68 A0 40 00 00
40 bytes: Check Words: 97

9.5 Fudan CPU Card Related Commands

FMCOS activation

Sengding 55 55 00 00 00 04 07 01 52 50
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04

7-8 bytes: Command Word: 07 01

9 bytes: Card Searching Method: 52

10 bytes: Check Words: 50

receive 55 55 00 00 00 12 00 10 78 80 90 02 20 90 00 00 00 00 00 C6 67 9F 26 CO
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 12

7 bytes: Standard literacy: 00 for success

8 bytes: Length of ATS returned by CPU card (TL): 10

9 bytes: Format byte (T0): 78
10-12 bytes: Interface bytes (TA (1), TB (1), TC (1)): 80 90 02

13-23 bytes: History byte: 2090 00 00 00 00 00 C6 67 9F 26
24 bytes: Check words: CO

Note: For the structure of ATS and the meaning of each byte, please refer to the
relevant CPU card operation manual.
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FMCOS instruction selection home directory

Sending 55 55 00 00 00 OA 07 03 00 A4 00 00 02 3F 00 97
1-2 bytes: Command Head: 55 55

3 bytes: Keep Word: 00

4 bytes: -~ Address Word: 00

5-6 bytes: ~ Length Word: 00 OA
7-8 bytes: Command Word: 07 03

9-15 bytes: COS Directive: 00-A4 00 00 02 3F 00 (Refer to the relevant CPU card
operation/manual for details)

16 bytes: Check words: 97

receive 5555 0000 00 1B 00 6F 1584 OE 31 50 41 39 2E 53 59 53 2E 44 44 46 30
31 A503 8801019000 32

1-2 bytes: Command head: 5555

3 bytes: Keep Word: -00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 001B

7 bytes: Standard literacys 00" for Success

8-30 bytes: File Control Information: 6F. 15 84 0E-31'50 41 59 2E 53 59 53 2E 44 44
46 30 31 A5 03 -

88 01 01 |
31-32 bytes: Card status value: 90 00 (Success)
33 bytes: Check words: 32

Note: The returned file control information (FCI) conforms to TLV format. For more
information, please refer to the relevant CPU card operation-manual.

FMCOS External Authentication Compound Instruction

Sending 55 55 00 00 00 0D 07 04 08 00 FF FF FF FF FF FF FF FF 06

1-2 bytes: Command head: 55 55
3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 OD
7-8 bytes: Command Word: 07 04

9 bytes: Key length: 08, E§ 10. 08, or 10. The key length is usually 8 bytes or
16 bytes. y

10 bytes: Key ID: 00, key ID should be filled in according to the actual
situation

11-18 bytes: secret key: FF FF FF FF FF FF FF FF
19 bytes: Check word: 06

receive 55 55 00 00 00 04 00 90 00 94

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length Word: 00 04

7 bytes: Standard literacy: 00 for Success
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8-9 bytes:
10 bytes:

Card status value: 90 00 (Success)
Check words: 94

FMCOS deactivation

Sending 5555 00 00 00 03 07 02 06
1-2 bytes: -~ Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytess  Length word: 00 03

7-8 bytes: Command word: 07 02

9 bytes: Check words: 06

receive 55 55 00 00 00 02 00 02
1-2 bytes: Command head: 5555

3 bytes: Keep Word: 00 '

4 bytes: Address'Word: 00

5-6 bytes: Length Wofd: 00 02

7 bytes: Standard liferacy: 00 for Success
8 bytes: Check words: 02

.6 ICODE2 card related commands

ICODE2 lists. Note that unlike other protocols,

this command is not a prerequisite

for other commands. That is, if you know the UID beforehand, you don’ t need to
execute this command, because you only need the UID to execute other commands.

Sending 55 55 00 00 00 03 06 01 04

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7-8 bytes: Command word: 06 01

9 bytes: Check words: 04

receive 55 55 00 00 00 0B 00 00 17 66 4A 36 00 01 04 EO E3
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OB

7 bytes: Standard literacy: 00 ARIH.

8 bytes: DSFID:00, Data Storage Format Identifier. For its definition and usage
see Section 4.3 of ISO 15693-3

9-16 bytes:

UID: 17 66 4A 36 00 01 04 EQ. The format of UID is shown in Section

4.1 of ISO 15693-3.

17 bytes:

Check words: E3
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ICODE2 card selection. Note that unlike other protocols, this command is not
a prerequisite for manipulating data blocks.

If this command is not executed, UID must be added to the parameters to
specify which card to operate on when manipulating data blocks with other
commands.

If this command is executed and other commands are used to manipulate data
blocks, the UID is not required in the parameter to indicate that the card
has been locked.

Sending 55 55 00 00 00 0B 06 03 17 66 4A 36 00 01 04 EO E6
1-2 bytes: Command head: 55 55
3 bytes: Keep Word: 00
4 bytes: Address Word: 00
5—6 bytes: Length word: 00 OB

7-8 bytes: Command word: 06 03

9-16 bytes: |[UID: 17 66 4A 36 00 01 04 EQO, UID is available in the Enumeration

command

17 bytes: Check words: E6

receive 55 55 00 00 00 02 00 02
1-2 bytes: Command head: 55 55
3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: [Length word: 00 02

7 bytes: Standard literacy: 00 for Success

8 bytes: Check words: 02
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ICODE2 Getting System Information

Sending | 5555 00 00 00 0C 06 0C 02 17 66 4A 36 00 01 04 EO EC
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: ~“Address'Word: 00

5-6 bytes: l,ength' word: 00 OC

7-8 bytes: Command word: 06 0C

9 bytes: sign: 02¢ “02" means that UID will be included in the command
sequence, /regardless of whether the card is selected (that is, even if the “card
selection” command-is mnot executed, this command will be executed successfully as
long as AN flag (02), and contains UID). If this byte is "01”, it means
that UID will ‘not be ihcltudéd in thé command sequence, that is, the following 10—
17 bytes will not exist. The format of “logo” is shown in Section 7.2.1 Table IV
of 1S0 15693-3. % ' 2

10-17 bytes: UID: 17 66 4A 36 0001 04 EO, UID is available in the Enumeration
command

18 bytes: Check words: EC

receive 5555 00 00 00 10_00 OF 17 66 4A 36 00 01 04 EO 00 00 1B 03 01 EE
1-2 bytes: Command head: 5555
3 bytes: Keep Word: 00

4 bytes: Address Word: 00
5-6 bytes: Length word: 00 10

7 bytes: Standard literacy: 00 for Success
8 bytes: Information logo: OF, See Section 9.3.12 of IS0. 15693-3 for the
meaning " :

9-16 bytes: UID: 17 66 4A 36 00 01 04 EO

17-21 bytes: information: 00 00 1B 03 01, See IS015693-37and TCODE2 Data Manual
for specific meaning z .

22 bytes: Check words: EE

ICODE2 read block

Sending 55 55 00 00 00 OE 06 05 02 17 66 4A 36 00 01 04 EO 00 01 E6
1-2 bytes: Command head: 55 55 :
3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OE
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7-8 bytes: Command word: 06 05

9 bytes: sign: 02, “02” 702” means that UID will be included in the command
sequence, regardless of whether the card is selected or not.

10-17 UID: 1766 4A 36 00 01 04 EO. UID is available in the Enumeration

bytes: command

18 bytes:  Starting address: 00. The starting address is in blocks and the minimum is
~00”

19 bytes: Numb'of of blocks: 01, The number of blocks should not exceed the

k storage capacity of ICODE2
20 bytes: Check words: “E6

receive 55 55-00.00 00 0600 00 00 00 00 06

1-2 bytes;  Command head: 55 55

3 bytes: _Keep'Word: 00 '

4 bytes: Address Word: 00

5—6 bytes: Length word: 00 06

7 bytes: Standard Ii teracy: 00 for Su_cc‘éss

3—11 bytes: Readout b"lqck-data: 00000000, In ICODE2, a block represents four
bytes

12 bytes: Check words: 06

ICODE2 write block

Sending 5555 00 00 00 16 06 06 02 17 66 4A 36 00 01 04 EO 00 01 12 34 56 78 9A
BC DE FO FD ' '

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 16

7-8 bytes: Command word: 06 06 : :

9 bytes: sign: 02, 702" means that UID will be inc¢luded in the ¢ommand sequence,
regardless of whether the card is selected or not. '

10-17 bytes: UID: 17 66 4A 36 00 01 04 EQ. UID is available in the Enumeration
command 7

18 bytes: Starting address: 00. The starting address is in blocks and the r'hinimum is
00. '

19 bytes: Number of blocks: 01. ICODEZ only supports writing one block at a
time 2N
20-27 bytes: Block data: 12 34 56 78 9A BC DE FO (The card reader actually writes
only the first four bytes)

28 bytes: Check words: FD

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 ARIH
8 bytes: Check words: 02

ICODE2 write AFI |
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Sending | 55 55 00 00 00 OD 06 08 02 17 66 4A 36 00 01 04 EO 00 E9
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OD
7-8 bytes: Command word: 06 08

9 bytes: sign: 02, 702” means that UID will be included in the command sequence,
regardless of whether the card is selected or not.

10-17 bytes: UID: 17 66 4A 36 00 01 04 EO., UID is available in the Enumeration
command

18 bytes: AFl: 00. Here is the new AFI value. For the meaning and naming rules
of AFI, see Section 4.2 of ISO 15693-3, It can also be defined by the cardwriter
himself

19 bytes: Validation words: E9

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Check words: 02

ICODE2 Writes DSFID

Sending 55 55 00 00 00 OD 06 0A 02 17 66 4A 36 00 01 04 EO 00 EB
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OD
7-8 bytes: Command word: 06 0A

9 bytes: sign: 02, 702” means that UID will be included in the command sequence,
regardless of whether the card is selected or not.

10-17 bytes: UID: 17 66 4A 36 00 01 04 EO., UID is available in the Enumeration
command

18 bytes: DSFID: 00, Here is the new DSFID value
19 bytes:  Check words: EB

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success

8 bytes: Check words: 02
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ICODE2 Reader Block Security Information

Sending 55 55 00 00 00 OE 06 0D 02 17 66 4A 36 00 01 04 EO 00 01 EE
1-2 bytes: Command head: 55 55

3 bytes: “KeepWord: 00

4 bytes: -~ Address Word: 00

5-6-bytes: " Length words 00 OE

7-8 bytes: ~Command word:. 06 0D

9 bytes: sign: 02, 702" means that UID will be included in the command sequence,
regardless of whether-the card is selected or not

10-17 bytes: UID: 17 66 4A:36 00 01 04 EQ. UID is available in the Enumeration

command

18 bytes: Starting address: 005 The starting address is in blocks and the minimum is
00 7N : P

19 bytes: Number of blocks: 01, The number of blocks should not exceed the
storage capacity of [CODE2

20 bytes: Validation words: EE

receive 55 55 00 00 00 03 00 00 03

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7 bytes: Standard literacy: 00 for Success

8 bytes: Readout block security status: 00 (unlocked). 01 is locked state, see
[S015693 “Block Safety State”

9 bytes: Check words: 03
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ICODE2 lock block. Note that when this command is executed successfully, the
corresponding block data will not be able to be rewritten.

Sending 55 55 00 00 00 OD 06 07 02 17 66 4A 36 00 01 04 EO 01 E4
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: ~Address'Word: 00

5-6 bytes: _Length word: 00 OD

7-8 bytes:  Command word: 06 07

9 bytes: sign: 02¢7702° means that UID will be included in the command sequence,
regardless of whether the.card is selected or not

10-17 bytes: UID: 17 66 4A 36 00 01 04 EO. UID is available in the Enumeration

command - _
18 bytes: Block number: 01 Minimum 00

19 bytes: Validation words: E4

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02 _

7 bytes: Standard literacy: 00 for Success
8 bytes: Check words: 02 '

ICODE2 locks AFI. Note that AFI will not be able to overwrite once this command
is successfully executed !

Sending 55 55 00 00 00 0C 06 09 02 17 66 4A 36 0001 04 EO E9
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OC
7-8 bytes: Command word: 06 09

9 bytes: sign: 02, 702” means that UID will be included in’the comahd-s’equence,'

regardless of whether the card is selected or not.

10-17 bytes: UID: 17 66 4A 36 00 01 04 EO. UID are available in fhe "List" command

18 bytes: Validation words: E9

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Check words: 02

ICODE2 locks DSFID. Note that DSFID will not be able to overwrite once this
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Sending | 55 55 00 00 00 0C 06 0B 02 17 66 4A 36 00 01 04 EO EO
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 0C
7-8 bytes: ~Command word: 06 0B

9 bytes:~ sign:“02s 702" means that UID will be included in the command
sequence, regardless of whether the card is selected or not.

10-17-bytes: UID: 1766 4A 36 00 01 04 EQ. UID is available in the Enumeration

command

18 bytes: Validation words: EO

receive | 555500 0000 02 00 02

1-2 bytes: - Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address'Word: 00

5-6 bytes: Length woyd: 00 02

7 bytes: Standard litéracy: 00 for Success
8 bytes: Check words: 02

ICODE2 is silent. Note that after this command; the ”ICODE2 Enumeration” command
will temporarily expire for the current card

Sending 55 55 00 00 00 OB 06 02 17 66 4A 36 00 01 04 EQ E7
1-2 bytes: Command head: 5555
3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OB

7-8 bytes: Command word: 06 02 7

9-16 bytes: UID: 17 66 4A 36 00 01 04 EO. UIDs are available i inthe "List" command
17 bytes: Validation words: E7

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Check words: 02

ICODE2 reset

Sending 55 55 00 00 00 OC 06 04 02 17 66 4A 36 00 01 04 EO E4
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OC
7-8 bytes: Command word: 06 04

9 bytes: sign: 02, ”702” means that UID will be included in the command sequence,
regardless of whether the card is selected or not.
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command

18 bytes: Validation words: E4

receive | 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success

8 bytes: Check words: 02
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9.7 SRI512 Card Related Commands

Read ID serial number

Sending ~ [ 555500 00 00 03 08 08 03

1-2 bytes: Command-head: 55 55

3 bytes: Kéep Word: 00

4 bytes: Address'Word: 00

5-6 bytes: Length words 0003

7-8 bytes: Command word: 0808

9 bytes: Check words: 03 -

receive 55 55 00 00 00 OA 00 11.69 D0 01 BO E6 9A 31 5E
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success

8-15 bytes: 1D serial number: 11 69 DO 01 BO E6 9A 31
14-15 bytes: Card status value: 9000
16 bytes: Check words: 5E

SRI512 inquiry card. This command fits only one card around the card reader.
Sending 55 55 00 00 00 03 08 0A 01 /

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7-8 bytes: Command word: 08 0A

9 bytes: Validation words: 01

receive 55 55 00 00 00 03 00 BE BD

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7 bytes: Standard literacy: 00 is success. 19 represents conflict, 1i.e.
multiple cards around the card reader

8 bytes: Label Pseudo ID: BE

9 bytes: Check words: BD

SRI512 Anti—Conflict 0. This command is first used in post—conflict situations
(multiple card responses around the card reader)
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Sending | 55 55 00 00 00 03 08 0B 00
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03
7-8 bytes: ~Command word: 08 0B

9 bytes:~ _Validation words: 00
receive 5_5-55 00 0000 03 00 A0 A3
1-2 bytes: ~ Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address'Word: 00

5-6 bytes: Léngth‘word: 0003

7 bytes: Standard 1iteraéy: 00 ?jﬁiiboo for Success
8 bytes: Label Pseudo ID: A0

9 bytes: Chec;kwords:'A3 :

SRI512 Conflict Prevention N, When used in‘post=conflict situations,
this command is placed after ”Conflicthfevention_O”. N

To F .

Sending 55 55 00 00 00 04 08 OC 06 06
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 04
7-8 bytes: Command word: 08 0C

9 bytes: Time slot: 06, Before each command ié eiecuted; add,mhé time slot N
to 1 until F ! : '

10 bytes: Validation words: 06

receive 55 55 00 00 00 03 00 E6 E5

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7 bytes: Standard literacy: 00 for Success

8 bytes: Label Pseudo ID: E6

9 bytes: Check words: E5

SRI512 card selection.

Sending 55 55 00 00 00 04 08 OE E6 E4
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 04
7-8 bytes: Command word: 08 OE

9 bytes: Label Pseudo ID: E6. Obtain from the results after the anti—conflict
command is executed
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receive | 55 55 00 00 00 03 00 E6 E5
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7 bytes: Standard literacy: 00 for Success
8 bytes: Label Pseudo ID: E6

9 bytes: Check words: E5

SRI512 obtains the UID.

Sending 55 55 00 00 00 03 08 OF 04
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00
5-6 bytes: Length word: 00 03
7-8 bytes: Command word: 08 OF

9 bytes: Validation words: 04

receive 55 55 00 00 00 OA 00 8E 81 88 27 47 18 02 DO 27
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OA

7 bytes: Standard literacy: 00 for Success

8-15 bytes: UID: 8E 8188 27 47 18 02 DO
16 bytes: Check words: 27

SRI512 Reader Block.

Sending 55 55 00 00 00 04 08 10 07 1B
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 04
7-8 bytes: Command word: 08 10

9 bytes: Block number: 07. The minimum block number is 00, and for SRI1512, the
maximum value is OF.

10 bytes: Validation words: 1B

receive 55 55 00 00 00 06 00 00 00 00 00 06

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 06

7 bytes: Standard literacy: 00 for Success

8-11 bytes: Block data: 0000 00 00, In SRI512, a block represents four bytes
12 bytes: Check words: 06

SRI512 write block.

Sending | 5555 00 00 00 08 08 11 07 00 00 00 00 16
1-2 bytes: Command head: 55 55
3 bytes: Keep Word: 00
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7-8 bytes: Command word: 08 11
9 bytes: Block number: 07. The minimum block number is 00, and for SRI512, the
maximum value is OF.
10-13bytes: Block data to be written: 00 00 00 00
14 bytes: Validation words: 16
receive | 555500 00 00 02 00 02
1-2 bytes: ~ Command head: 55 55
3 bytes: . KeepWord: 00
4 bytes: Address Word: 00
5-6 bytes: Length word: 0002
7 bytes: Stan}iard literacy: 00 for Success
8 bytes: )

SRIH12 reset

~ Check words: 02

5555 0000 00 0308 12 19

Sending

1-2 bytes: ~ Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03
7-8 bytes: Command word: 08 12

9 bytes: Validation words: 19~
receive 55 55 00 00 00 02 00 02
1-2 bytes: Command head: 5555 -
3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for Success
8 bytes: Check words: 02

SRI512 dormancy

Sending 555500000003 08 13 18

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 03

7-8 bytes: Command word: 08 13

9 bytes: Validation words: 18

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes Identification:00 for Success

8 bytes: Check words: 02
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Read Low Frequency, Card Sequence Number
Sending | 55 5500 00 00 03 09 01 0B

1-2 bytes: Command head: 55 55

3 bytes: Keep Word:- 00

4 bytes: Addréss Word: 00

5-6 bytes: Length word: 00.03

7-8 bytes: Commandword: 09 01 2

9 bytes: Check words: OB |

receive 55 55 00 00°00.07 00 20 34 B7 98 06 3A

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 Q7

7 bytes: Standard literacy': 00 for success

8 bytes: Card type: 20 is EM4X05, which has a user storage block inside the
card; 10 is EM4X00, which has no user storage block inside the card and can only
read the serial number.

9-12 bytes: Card serial number: 34 B7 98 06

13 bytes: Check words: 3A

[l:ead the low frequency card number (this command bnly_ supports. the card reader

anufactured before June 2016 for reading cards with tser memory blocks inside.For

example, EM4205) :

Sending | 55 55 00 00 00 04 09 02 06 09

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 04

7-8 bytes: Command word: 09 02

9 bytes: Block number: 06

9 bytes: Check words: 09

receive 55 55 00 00 00 06 00 5F 80 01 00 D8

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 06

7 bytes: Standard literacy: 00 for success

8-11 bytes: Block data content: 5F 80 01 00

12 bytes: Check words: D8
BREBREMBETFROBRAR M3k http://www.linksilicon.cn HlR: sales@linksilicon.com
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9.9 UHF Card Related Commands

UHF single label query (this command applies to only one label in the read range)

Sending | 55 55 00 00 00 04 05 03 51 53
1-2 bytes: Command head: 55 55
3 bytes: .~ Keep Word: 00

4 bytes:  Address Word: 00
5-6 bytes: 'Longthfword; 0004
7-8 bytes: Command Word: 0503

9 bytes: . Get EPC inétruéti_ons-‘ (i.h‘ternal code)51

10 bytes: Check words: 53 ,

receive 55 5500 00 00 12 00 34 00 AA BB 30 16 66 05 02 32 22 90 BB CC EE EE 87
1-2 bytes: Command head: 5555

3 bytes: Keep Word : 00 :

4 bytes: Address Word: 00

5-6 bytes: Length word: 0012

7 bytes: Standard litoracy:'OOeréucceSS

8-23 bytes: The EPC returned.. "3400” is the PC (protocol control word) segment;
“AA BB 3016 66 05 02 32 22 90 BCCC” is the-EPC code "EE” is CRC16.

24 bytes: Check words: 87
Note: If there are multiple tags or no tags in the reading range;” the module will

return the error message of “no card found”. Additional instructions are required to

find multiple tags

UHF Reader Memory . o

Sending 55 55 00 00 00 08 05 04 52 03 00 00 04 5C

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 08

7-8 bytes: Command word: 05 04

9 bytes: Read Memory Instruction (Internal Code) 52

10 bytes: Storage area code 03. 03 represents user storage, 02 'répresenté TID
storage and 01 represents EPC storage. 2N

00 represents the reserved area. Note: TID represents the product classif'icatidn
information of the electronic label, and EPC represents the identity information of
the electronic label. The storage and information of TID and EPC may vary from
manufacturer to manufacturer. For details of the storage structure, please refer to
the corresponding electronic label data manual.

11-12 bytes: The first address of the storage to be accessed is 00. The address is in two-
byte large-end format. For example, 00 01 equals 01

13 bytes: The number of words to read is 04. Four words equals eight bytes.

14 bytes: Validation 5C

Note: UHF tag internal data addressing is in terms of words (one word equals two
bytes), and data alignment is also in terms of words. For example, data with
a JR R E O TR ERRPAR ¢ fourPiitedbttps//wwomlinksilicoroenread Bt shies@iinisilicbni.com
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bytes, 8 bytes of data are actually read from address 02.

Note: User Storage Access is limited to access words less than or equal to 20H
(20H equals decimal 32)

receive | 55 55 00 00 00 OA 00 30 31 32 33 34 35 36 37 OA

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 OA

7 bytes: Standard literacy: 00 is success. Other error codes: 47 for not finding

an electronic tag; 48 for requesting access to data plus addressing offset exceeding
storage space limits; 49 for accessed storage area locked and inaccessible (access
password needed to be entered successfully); 4A for insufficient power supply of
electronic tags; 4B for other errors

8-15 bytes: Return data: 3031323334 353637. Note that four words, eight
bytes, are read out

16 bytes: Check words: OA

UHF Write User Storage.

Sending 55 55 00 00 00 10 05 05 57 03 00 00 04 88 99 AA BB CC DD EE FF 40
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 10

7-8 bytes: Command word: 05 05
9 bytes: Write Memory Instructions (Internal Code)57
10 bytes: Storage area code 03. 03 represents user storage, 02 represents TID

storage and 01 represents EPC storage

00 represents the reserved area. Note: TID represents the product classification
information of the electronic label, and EPC represents the identity information of
the electronic label. The storage and information of TID and EPC may vary from
manufacturer to manufacturer. For details of the storage structure, please refer to
the corresponding electronic label data manual.

11-12 bytes: The first address of the storage to be accessed is 00. The address is in two{
byte large-end format. For example, 00 01 equals 01

13 bytes: The number of words to write is 04. Four words equals eight bytes
14-21bytes: What to write 88 99 AA BB CC DD EE FF.

22 bytes: Validation 40

Note: UHF tag internal data addressing is in terms of words (one word equals tw
bytes), and data alignment is also in terms of words. For example, four—word dat

is required to be stored at address 0001. If converted into bytes, it is actuall;
from the address.

02 Begins to store 8 bytes of data.

Note: User Storage Access is limited to access words less than or equal to 20}
(20H equals decimal 32)

receive 55 55 00 00 00 02 00 02
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1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Standard literacy: 00 for success

Other error codes: 47 for not finding an electronic tag; 48 for requesting
access to data plus addressing offset exceeding storage space limits; 49 for
accessed storage area locked and inaccessible (access password needed to be entered
successfully); 4A for insufficient power supply of electronic tags; 4B for other
errors
8 bytes: Check words: 02

UHF Damage Label

Sending 55 55 00 00 00 09 05 06 4B FF FF FF FF 00 41
1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 09

7-8 bytes: Command word: 05 06
9 bytes: Damage Label Instruction (Internal Code)4B

10-13 bytes: Inactivation password: FF FF FF FF. The inactivated password is
stored in the reserved area

14 bytes: 00

15 bytes: Validation41

Note: Only a non—zero inactivated password can make the Damage Label command
effective. Once the command takes effect, the label will be disabled (silent)

[t can’t be used again in response to any instructions. When the label leaves the
factory, the inactivated password and the access password are both 0 values (the

inactivated password is four bytes 00, and the access password is four bytes 00)

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Logo: 00 for success. Other error codes: 47 for not finding an

electronic tag; 48 for requesting access to data plus addressing offset exceeding
storage space limits; 49 for accessed storage area locked and inaccessible
(access password needed to be entered successfully); 4A for insufficient power
supply of electronic tags; 4B for other errors.

8 bytes: Check words: 02

UHF Locked Memory

Sending 55 55 00 00 00 08 05 07 4C 00 00 03 FF BA
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1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 08

7-8 bytes: Command word: 05 07

9 bytes: Lock instruction (internal code)4C

10-11 bytes: Mask Bit Domain: 00 00, When the mask bit is 0, it has no effect

on the corresponding active bit, and the lock setting remains in the state at

that time; when the mask bit is 1, the lock setting of the corresponding active
bit is executed

12-13 bytes: Active Location Domain: 03 FF. When the second active bit of each item
is 0, the lock setting is not permanently valid; when the active bit is 1, the
lock setting is permanently valid

14 bytes: ValidationBA

Note: The so—called “lock setting” refers to the lock value, 0 is not locked, 1 is
locked. The mask bits correspond to the active bits one by one. The inactivated
password in the reserved area corresponds to two bits, the access password
corresponds to two bits, and the other three storage areas correspond to two bits
respectively. A total of 10 bits are locked. Therefore, although the 10-11 byte
mask bit field and the 12-13 byte active bit field have two bytes, in fact, the
high six bits are invalid, and the low ten bits are the valid data. Refer to
excerpts for the specific allocation of mask and active bit domains

Note: When the access password is 0, you can use the Lock Memory command directly
When the access password is non—zero, the first step is to execute

The “Verify Access Password” cannot be used until it is in a secure state

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Identification: 0O for success. Other error codes: 47 represents that no

electronic tag has been found; 48 represents that the amount of data requested and the addressing
offset exceeds the storage space limit;

49 represents that the accessed storage area is locked and inaccessible (access
password needs to be input to access successfully); 4A represents that the power
supply of the electronic tag is insufficient; 4B represents other errors.

8 bytes: Check words: 02

UHF Authentication Access Password (used to gain access to read, write, and lock
storage)

Sending | 55 55 00 00 00 08 05 08 50 FF FF FF FF 55
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1-2 bytes: Command head: 55 55

3 bytes : Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 08

7-8 bytes: Command word: 05 08

9 bytes: Verify access password commands (internal code)50

10-13 bytes: Access password to verify: FF FF FF FF

14 bytes: Validation55

Note: This command is for one-time use. That is, after the command is executed
the read/write/lock command can only be executed once. To continue the
read/write/lock command, you must execute the Verify Access Password command
again.

Where the “Authenticate Access Password” command needs to be executed:

1. The access password is non-zero, and the memory to be accessed is not
permanently locked.

2. Access password is non—zero. You want to use the Lock Memory command to change
the lock settings.

receive 55 55 00 00 00 02 00 02

1-2 bytes: Command head: 55 55

3 bytes: Keep Word: 00

4 bytes: Address Word: 00

5-6 bytes: Length word: 00 02

7 bytes: Identification: 0O for success.

8 bytes: Check words: 02
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Excerpt (IS018000—-C1-G2 Storage Lock Description Screenshot)

6.3.2.10.3.5 Lock (mandatory)

Interrogators and Tags shall implement the Lock command shown in Table 6.38 and Figure 6.24. Only Tags in
the secured state shall execute a Lock command. Lock allows an Interrogator to:

e Lock individual passwords, thereby preventing or allowing subsequent reads and/or writes of that pass-
word,

¢ Lock individual memory banks, thereby preventing or allowing subsequent writes to that bank, and
* Permalock (make permanently unchangeable) the lock status for a password or memory bank.

Lock contains a 20-bit payload defined as follows:
* The first 10 payload bits are Mask bits. A Tag shall interpret these bit values as follows:
o Mask = 0: Ignore the associated Action field and retain the current lock setting.
o Mask = 1: Implement the associated Action field and overwrite the current lock setting.
* The last 10 payload bits are Action bits. A Tag shall interpret these bit values as follows:
o Action = 0: Deassert lock for the associated memory location.
o Action = 1: Assert lock or permalock for the associated memory location.

The functionality of the various Action fields is described in Table 6.40.

The payload of a Lock command shall always be 20 bits in length.

If an Interrogator issues a Lock command whose Mask and Action fields attempt to change the lock status of a
nonexistent memory bank or nonexistent password, the Tag shall ignore the entire Lock command and instead
backscatter an error code (see Annex ).

Permalock bits, once asserted, cannot be deasserted. If a Tag receives a Lock whose payload attempts to deas-
sert a previously asserted permalock bit, the Tag shall ignore the Lock and backscatter an error code (see Annex
). If a Tag receives a Lock whose payload attempts to reassert a previously asserted permalock bit, the Tag shall
simply ignore this particular Action field and implement the remainder of the Lock payload.

A Tag'’s lock bits cannot be read directly; they can be inferred by attempting to perform other memory operations.

All Tags shall implement memory locking, and all Tags shall implement the Lock command. However, Tags need
not support all the Action fields shown in Figure 6.24, depending on whether the password location or memory
bank associated with an Action field exists and is lockable and/or unlockable. Specifically, if a Tag receives a
Lock it cannot execute because one or more of the passwords or memory banks do not exist, or one or more of
the Action fields attempt to change a previously permalocked value, or one or more of the passwords or memory
banks are either not lockable or not unlockable, the Tag shall ignore the entire Lock and instead backscatter an
error code (see Annex |). The only exception to this general rule relates to Tags whose only lock functionality is to
permanently lock all memory (i.e. all memory banks and all passwords) at once; these Tags shall execute a Lock
whose payload is FFFFF;, and shall backscatter an error code for any payload other than FFFFF;.

A Lock shall be prepended with a frame-sync (see 6.3.1.2.8).

After issuing a Lock an Interrogator shall transmit CW for the lesser of Tgep vy or 20ms, where Tgep y is the time
between the Interrogator's Lock command and the Tag's backscattered reply. An Interrogator may observe sev-
eral possible outcomes from a Lock, depending on the success or failure of the Tag’'s memory-write operation:

o The Lock succeeds: After completing the Lock the Tag shall backscatter the reply shown in Table 6.39
and Figure 6.22 comprising a header (a 0-bit), the Tag's handle, and a CRC-16 calculated over the 0-bit
and handle. If the Interrogator ohserves this reply within 20 ms then the Lock completed successfully.

» The Tag encounters an error: The Tag shall backscatter an error code during the CW period rather than
the reply shown in Table 6.39 (see Annex | for error-code definitions and for the reply format).

e The Lock does not succeed: If the Interrogator does not observe a reply within 20ms then the Lock did
not complete successfully. The Interrogator may issue a Req_RN command (containing the Tag's handle)
to verify that the Tag is still in the Interrogator’s field, and may reissue the Lock.

Upon receiving a valid Lock command a Tag shall perform the commanded lock operation. The Tag’s reply to a
Lock shall use the extended preamble shown in Figure 6.11 or Figure 6.15, as appropriate (i.e. a Tag shall reply
as if TRext=1 regardless of the TRext value in the Query that initiated the round).
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Table 6.38 — Lock command

Command Payload RN CRC-16
# of bits 8 20 16 16
description 11000101 Mask and Action Fields handle
Table 6.39 — Tag reply to a Lock command
Header RN CRC-16
# of bits 1 16 16
description 0 handle

Lock-Command Payload

0 1 2 3 4 5 6 7 8 9 10 |11 12 13 |14 15 16 | 17 | 18 | 19
Kill * Access - EPC TID User Kill * Access - EPC TID * User -
Mask Mask Mask Mask Mask Action Action Action Action Action
Masks and Associated Action Fields
Kill pwd Access pwd | EPC memory | TID memory | User memory
0 1 2 3 4 5 6 7 8 9
skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/
Mask : £ : : £ Z : E : :
write | write | write | write | write | write | write | write | write | write
10 11 12 13 14 15 16 17 18 19
pwd erma pwil erma wd erma wd erma wd erma
Action | read/ P read/ P P 5 P P 2 P P : P
3 lock : lock | write | lock | write | lock | write | lock
write write
Figure 6.24 — Lock payload and usage
Table 6.40 — Lock Action-field functionality
pwd-write permalock Description
0 0] Associated memory bank is writeable from either the open or secured states.
0 1 Associated memeory bank is permanently writeable from either the open or secured states
and may never be locked.
1 0 Associated memory bank is writeable from the secured state but not from the open state.
1 1 Associated memory bank is not writeable from any state.
pwd-read/write | permalock Description
0 0 Associated password location is readable and writeable from either the open or secured]
states.
0 1 Associated password location is permanently readable and writeable from either the open
or secured states and may never be locked.
1 0 Associated password location is readable and writeable from the secured state but not
from the open state.
1 1 Associated password location is not readable or writeable from any state.
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10. High Frequency Card Operation Flow and Error Handling

<1> Initial state:

After the card reader is powered on, the antenna has been
automatically opened and the protocol and baud rate have been fully
configured. Except for special reasons

The host computer does not need to execute relevant setting commands,
such as error handling and changing baud rate.

<{2>0perational specifications:

For S50 and S70 cards, the four steps of ”“14443A inquiry card”, ”“14443A anti-
collision”, ”714443A card selection”, "Ml password verification” must be executed
before "Ml card reading”, "Ml card writing” and "Ml wallet function operation can
be carried out.

For MO and NTAG cards, it is necessary to perform “14443A Composite Card
Search” before "MO/NTAG Page Reading Data” or “MO/NTAG Page Writing Data”
operation. Note that for NTAG21X card, if the data is encrypted and written, the
operation of “NTAG21X key verification” must be performed first.

For FM1208 CPU card, the FMCOS activation command must be executed first,
and then the relevant COS instructions must be executed. According to the
1S014443A protocol, “FMCOS Activation” command has completed the three basic
operations of “14443A Tnquiry Card”, ”14443A Anti-Conflict” and "14443A
Selection Card”.

For CPU cards, after a set of COS operation processes are completed, the
FMCOS stop command must be executed before other non—COS commands can be
executed. If other non—COS commands are executed without “FMCOS deactivation”
and then COS commands are executed, for some CPU cards, the internal state will
enter an error state and cannot be recovered.

For TCODE2 card, it is necessary to execute the “TCODE2 Enumeration” command to
obtain the UID before switching on power or replacing the card during operation.
After obtaining the UID, there are two options to operate the card: the first option
is to use the UID as a parameter, execute the “ICODE2 card selection” command, and
lock a card. Thereafter, the same card is operated, and UID is not required in the
command parameters. Second option: Do not execute the “ICODE2 card selection”
command, directly operate the card, at this time you must enter UID in the

parameters, so that the reader can understand which card to operate.
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For SRI512 card, the “SRI512 inquiry card” command must be executed to obtain
the “false ID of label” before switching on power or replacing the card during
operation. If there is only one card (label) around the reader, it will get the
“false ID of label” smoothly. Input the ID as a parameter into the “SRI512 card
selection” command and execute it, the corresponding card will be locked. Subsequent
commands will be based on the selected card.

<3>Error handling:

For S50 and S70 cards, if the “key verification” command fails, the four
steps of 714443A inquiry card”, ”14443A anti-collision”, ”“14443A card selection”,
"Ml password verification” need to be re—executed. If other commands fail, it is
usually successful to try the command again. If there are repeated errors, you
can only move the card away and re—approach the reader. The worst case solution
is to re—energize the reader. For FM1208 CPU card, after the command error, it
is recommended to try the command again. If not, according to experience, the
card has entered an erroneous state, and generally cannot be restored. In this
case, the first step is to “close the antenna” and then to execute other
commands as needed. If there is still a mistake, it is recommended that the
reader be re—energized.

To avoid conflicts, some errors may be caused by multiple cards entering the

prevention mechanism, there will be a problem in this case. Therefore, only one
card is allowed around the reader
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11. Error code summary

Errors inevitably occur when the card reader interacts with the card.

After making a mistake,

correct the mistake

judgment.

the error,

After two retries,

and reduce

code is located in the seventh byte of the return data stream).

meaning of each code can be queried in the following table.

error code | Meaning Remedial measures
3C Card reader abnormality| Re—energize the card reader
3D Card reader does not Check for errors in bytes 7 and 8
support this command
3E Command parameter error| Check if byte 9 is wrong
3F Two consecutive CPU cards that have already activated COS are not
activations of COS allowed to be activated again. If you want to activate
COS again, you must first deactivate COS (execute the
command with the word 707 02”)
40 Execution of COS The command “07 01”7 must be executed first to activate
instructions without COS.
activation of COS
41 The card does not Usually, the card used is not Ml or CPU card. Please
support this command change the card
01 No card around card Try to align the card with the forward reader antenna.
reader The distance between card and reader is 1CM to 3CM is
suitable. Too close or too far may cause the card
reader to fail to recognize the card
03 CRC Check Error Adjust the position of reader and card properly and
retry the command
06 M1 card key Check if the password is correct or if the data stream
authentication error Mll|entered is misaligned
08 Coding Error in M1 Card | Adjust the position of reader and card properly and
Writing Operation retry the command.
0B Ml card has not been Tt must be authenticated first, then read and write
authenticated by key Each sector corresponds to an authentication, checking
before read-write whether the sectors used for authentication are
operation consistent with the sectors being read and written.
0C Bit Counter Error Adjust the position of reader and card properly and
retry the command
FRERER B R T IR B PR A H Mk: http://www.linksilicon.cn HHE: sales@linksilicon.com
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0D Card Reader Receives [Try to align the card with the forward reader antenna
Card Data Abnormality [The distance between card and reader is 1CM to 3CM is
suitable. Avoid irrelevant magnetic fields or magnetic
materials around.
19 Bit conflict Use the Conflict Prevention Command to list all cards.
1D Card reader and card Adjust the position of reader and card properly and
communication timeout retry the command
3B Error communication Adjust the position of reader and card properly and
between card reader and| retry the command. Check whether the card is damaged,
card invalid or mismatched
BREBREMBETFROBRAR M3k http://www.linksilicon.cn HlR: sales@linksilicon.com
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12. Examples of programming steps

To accqmﬁlish a task, the host computer may send multiple commands to
the»cardvreadéf;\After each command is issued, the next command can only
be sénfxaf&er_thé.éardgreader responds. The seventh byte of data returned
by the bard;reader ié)OxoO;KWhich indicates that the command has been

executed successfully, othérwise it will fail.

12.1 S50/S70 Card”Reader
1. Send the “14443A Inquiry Card” command
2. Send ”14443A Anti—Conflict” Order
3. Send “14443A card soloction”'command;

4. Send M1 Key Verification Command

5. Send the "Ml Reader” command

12. 2 S50/S70 card writing block

1. Send the ”14443A Inquiry Card” command
Send ”714443A Anti—-Conflict” Order

Send “14443A card selection” command

W

Send M1 Key Verification Command

1. Send "M1 Write Block” command
12. 3 S50/S70 Card Initialization Wallet

1. Send the ”14443A Inquiry Card” command
2. Send ”“14443A Anti—Conflict” Order
Send “14443A card selection” command

Send M1 Key Verification Command

1o W

Send "Ml wallet initialization” command

12. 4 S50/S70 Card Wallet Increase/Decrease

1. Send the “14443A Inquiry Card” command
2. Send 714443A Anti—Conflict” Order
3. Send ”14443A card selection” command

4. Send M1 Key Verification Command
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5. Send MI Wallet Increase/Decrease Order, Increase Value

Note: It is necessarg to operate the S50/S70 card for the first time after power—
on. The three steps can be omitted if the same card is operated later

12. 5 MO/NTAG Card Read Page Data

1. Send ”14443A Compound Card Search” command
2. Send “"MO/NTAG Page Reading Data” command

12. 6 MO/NTAG Card Page Writing Data

1. Send ”14443A Compound Card Search” command

2. Send the “NTAG21X Key Verification” command (only if the operation page has been encrypted)

3. Send "MO/NTAG Page Writing Data” command

12. 7 FM1208 CPU Card Operation

1. Send FMCOS Activation Command

2. Send the ”“Select File” command of ”“FMCOS Directive” and enter the directory where the file is

to be manipulated
3. Send “Take Random Number” command of “FMCOS Directive”
4. Send “External Authentication” Order of “FMCOS Directive”
5. Send “FMCOS instructions” a series of operation commands to operate
6. Send FMCOS Stop Command

Note: Step 3 and 4 can be completed in one step by using “FM External Authentication Compound”

command. Step 1 and 6 must appear in pairs

Each CPU card has its own operating manual, which explains each COS instruction in detail.

12. 8 ICODE2 Card Reader
1. Send ”“ICODE2 Enumeration” command
2. Send “ICODE2 Select Card” command

3. Send the “ICODE2 Reader” command
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12.9 ICODE2 Card Writing Block

1. Send “ICODE2 Enumeration” command
2. Send “ICODE2 Select Card” command

3. Send “ICODE2 Write Block” command

12. 10 SRI512 card reader

1. Send ”SRI512 Inquiry Card” command
2. Send “SRI512 Selection Card” command

3. Send “SRI512 Reader” command
12. 11 SRI512 card writing block

1. Send ”SRI512 Inquiry Card” command
2. Send "SRI512 Selection Card” command

3. Send “SRI512 Write Block” command
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Appendix 1: Instructions for the use of commissioning assistant V1.0

1. Double=click the setup file provided by us. After installation,
open the application “Connected Serial Port Assistant” on the desktop.

The interface after opening is shown in the following figure.
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2.Basic configuration. As shown in the following figure, the three red
boxes must be configured separately: port COMXX, baud rate 57600, and check

starting position O.

The baud rate configuration is 57600 because the.baud rate of the
reader is 57600 bits/s after it is initialized on power. The check start
bit is configured as “bit 0” to indicate that the check begins with the
first byte, and the check method is byte—-by-byte XOR. When a command is

sent, the check code 1is added to the end of the data stream. The
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calculation of the check code and the addition of the check code are

automatically completed by the program, and users need not interfere.

Note that the port must be set to the port number currently in use,
and the port number can be viewed through the Device Manager. Finally,

click “Open Serial Port”.
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3.Call out debugging files. Click “Open Command File”, pop up the
dialog box, and select the debug file (extension ini). As shown in

the figure below.
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The interface after opening the debug file is shown in the

following figure. Click Send to execute the command. The data returned
from the card reader is displayed in the “Return Data” column and also
in the “Output Data” column below the interface for replication. Users

can also add new command lines or create new debugging
When inputting data, the data format must be organized
protocol mentioned in Chapter 6. The 5th and 6th bytes

files themselves.
according to the
are data length

bytes, which need to be calculated by users themselves.

Click ”“Clear Return Data” to clear all data in the
column. Click on the Clear Status Bar to clear all the

Clear Status Bar.
Click “Save Command File” to save the current debug file or save it

as another name.
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Be careful:

”Joint Star Serial Port Assistant” is a special RFID read-write DEMO

software,

RFID read-write test.

automatically acquire the card UID should selecta universal

Therefore,

debugging assistant for testing.
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Appendix 2: Instructions for the Use of Debugging Assistant V2.0

The debugging assistant V2.0 adopts graphical operation method, and the

instructions used in the operation will be recorded completely.

When using this version of software in operating systems above WIN7, it
must be operated as an administrator.
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Ports in the Serial Port Settings column are used to select port numbers,

which can be viewed in Device Manager.
"Baud Rate” is suitable for UART, RS232, RS485 card reader. The baud rate is
set to 57600. Other parameters need not be set. If the baud rate of the card

reader has been changed halfway, the baud rate in this column should also be
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changed the same way. After setting the parameters, click the “Open Serial

Port” button.

The serial number in the “Reader Operation” column is used to display

the serial number of the reader.

The Basic Operations column is used to manage some basic parameters
of the card reader. Note: Open the software, open the serial port, first
click “Close the automatic card search” to operate the card.

The “Card Basic Operation” column is suitable for S50, S70 and CPU
cards. The order of operation is “wake—up card”, “wake—up card”, “wake—up
card”, “wake-up card”, “wake-up card”, “wake-up card”, “wake-up card” and
"wake—up card”.

“"Conflict Prevention”, “Card Selection”. This three—step operation is
necessary after the reader is powered on, or after replacing the card
halfway, in order to lock the card. These three steps can be simply
replaced by the “composite card search” button and completed in one step.

”S50”, ”S70”, “CPU” buttons are used to select the current card to
operate. To manipulate any card, click the corresponding button. If you
don’ t know what card to use, you can click on “Open Auto Search Card” and
“Get Card Information”, and you can see the type of card in the “Card
Information” column. Note that if you want to continue to operate the
card after turning on the auto-search card, please click “Close the auto—

search card”.
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The “Block Read and Write Operation” column is suitable for S50 and

S70 cards. Before operating in this column, you must first click the
”Compound Card Search” button in the ”“Card Basic Operations” column, then
the “"Key Verification”, then the “Reader Block” or the “Compound Card
Search” button.

Write Block. The two steps of “key verification + read block”
operation can be replaced by “compound read block”. The two steps of “key
verification + write block” can be replaced by “compound write block”.
The Addressing Mode drop—down menu is used to select how to locate the
operation blocks in the card. There are two kinds of addressing: relative
addressing and absolute addressing. Relative addressing refers to the
addressing mode of sector address + block address, while absolute
addressing refers to the direct location of block address. Key Type is
used to select the encryption type of the block to be operated on
currently. In the Key input box, you enter 6 bytes of keys (the key of a
white card is 6 FFs). Before clicking on “Key Verification”, “Addressing
Mode”, ”“Sector Address”, “Block Address”, “Key Type”, “Sector Address”,
”"Sector Address”, “Block Address”, “Key Type”,”

The five parameters of “key” should be set up. For the concepts of
sector, block number, and key, please refer to S50 or

S70 card data manual.

“Wallet function” is suitable for S50 and S70 cards. Wallet

operations are also essentially block operations, and the first three
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blocks of each sector can be used as wallets (except the first block of

the first sector). In the “amount” input box, fill in the value to be
filled (decimal), click the “wallet initialization” button, and the
corresponding block will immediately become a wallet.

The "Modify Control Block” column is suitable for S50 and S70 cards.
This column belongs to advanced application. For the item of “modifying
control word”, the operator must be fully familiar with S50 or S70 card
storage structure and privilege management methods in order to operate on
it. Otherwise, it may lead to lock cards, card abnormalities and so on.
The "Modified Key” item is used to modify sector keys. Each sector can be
set separately, and the key is six hexadecimal data. Keys are not
readable, and the system will not store them specially. You must be
careful to modify the keys.

"Other Operations” is a high—level application. Operators must be
familiar with the communication protocol between the card reader and the

host computer in order to operate.
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Read and write S70 card operation legend:
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S50 Card Wallet Operation Legend:
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s (g [ e l lzﬂﬁﬁgiﬁ‘ﬁ ] WA @ A3 ® Bal |B%E$AB: FF FF FF FF FF FF
s [ [ B o 22 l sasE @5A:  FF FF FF FF FF FF #=E5AA: FFFFFFFFFFFF
e— - $fz4EB: FFFFFFFFFFFF

(& o+ || wes || EEer || Besn || Be5a |
—— 4R | ez | | femmE
EREHEE 00 01 02 03 04 05 06 07 08 09 0a 0b Oc 0d e Of
e SRS : R

Lew | 58 | ros
ERlE(E 3 :
(reeat | [omeoat | [ awes | #0896
£%: § 100

| zimes | | zarexs | | FaEE | _

R 7 | gaimgi |Iiﬁ§!ll 8 >
EEERE :

SREEEE: | <) [ emewE | | e | [ sosE | Hikas
55550000 0003010103 #{§ BzhEzh3FE -
55550000 00 02 00 02 #+&<-4MErTh ]
555500000003010200 #FHEEEE
555500000007 0004 B25F20CF01 #+t&<-dMEriTh
555500 000003010301 #)2F8z03E
55550000 00020002 #1%&<AEriTh =
5555000000032020405 #{EB&3E J
55550000000600B25F20CF04 #tEBS&3EmT
555500 00 00 0D 032 01 01 00 0A 60 FF FF FF FF FF FF 64 # | T85AST
555500 00 00 02 00 02 #1&S-HErTh
55550000 00 0A 032 04 01 00 0A 64 00 00 00 62 # 4 EEEag{l .
555500 00 00 02 00 02 #1&<-HErTh
55550000 0006030501 000A 0B #1| R o
A R ] EAREE S e T | s | | meme | | By |

The value added and the value impaired of the'wallef are entered in the

“amount” input box.
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Fudan CPU card operation legend:

SRS FHEFEE 550+ | smfl n:pu-EI 2
im0 ComM3z2 EE=R: :
= = COSHS:

Bt T FERH(ES - ~
srigfz: | eEE | | weEaE |
B 1 e

EXN|ETTS . |
SRR : | EEad
B RS w4H:  FFFFFFFFFFFFFFFF
ERkB(E 1 7

EERI S I TR I

(weesas | [nssat | | #eess | Bl LA
| ziges | | zamexg | | FEE |
EHERE

EEBEHE: ~| | BEmsE |

084656 02 B6  # t B -{E3HE

555500 000003010200 #EMERES

555500 00 00 07 00 08 46 56 02 B6 AB  # + Sr<-iMERETH

55550000 0003010301 #4Xi08203F

55550000 00020002 #4+45<aMBRiTh

55 55 00 00 00 04 07 01 52 50 # 4 COSinss

5555 00 00 00 12 00 10 78 80 A0 02 20 90 00 00 00 00 00 46 56 02 B6 4C  # 4 ar-4MBrtith
55 55 00 00 00 0A 07 03 00 A4 00 00 02 3F 00 97 # } BiEcosiss

55 55 00 00 00 1B 00 6F 15 84 0E 31 50 41 59 2E 53 59 53 2E 44 44 46 30 31 A5 03 88 01 01 90 00 32 #1 ERRIT
55 55 00 00 00 0D 07 04 08 00 FF FF FF FF FF FF FEFF 00 # § S bhAIE

5555 00 00 00 04 00 90 00 94  # + [ERRLAT

AR R R BTSN T wtne | | wmstes | | Bw

In step 4 above, you enter the MF file command. Enter the COS command
and click Send Command

Step 6 and 7 are the external authentication process of CPU cards,
listed separately as commands. It is more complicated to input instructions
to authenticate in COS instructions. This software intentionally reduces the
complexity of authentication. It only needs to input keys and key
identifiers to complete authentication.

For the specific usage of COS instructions, please refer to the
corresponding CPU card COS instruction operation manual.
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Note that in order to issue command operation cards,
off the automatic search card.

you must first turn
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ICODE2 card operation Illustration 1 (enumeration, card selection):

BOEE FHEBHE s

[ss0 [s70 |cPu | UHF | NTAG| ICODE2 [smisiz]

i : COM15 EHER: 1 2

i 369A3E75000 104E0 | IS | l it ]
o e HTESITHES DS £ -

T itk | | wemaE | Sttt

= " EhEerEs
Bkt 1 EEENE =N wranm) oo
ZifR0 L& £ || BEE | ——
bttt [ wr

i T (s, ]
2ot | mEEEsE e DSFID

. =F oS |
| AessE | |2ngsdE | | Founs | =T

AFI
= = - -

| zimmes | | z@maxs| | F03E | = CBE |
EHELE

EEEEEE: | ~| | aEmpE |
SiE#dE: 55 55 00 00 00 03 08 01 04
IWrF#4€: 55 55 00 00 00 OB 00 00 38 94 8E 75 00 01 04 E0 B3 +
ICODE2%I|EERETH
EE#E: 55 55 00 00 00 OB 08 03 38 94 SE 7S 00 01 04 EO BC 4
\WrF|#{8: 55 55 00 00 00 02 00 0z %
ICODE2 3% -EF2hl

| EEEERR): GuEennT | mete | [ meee || By |

The “enumeration” instruction of ICODE2 is the card-seeking instruction.
The “card selection” instruction does not have to be operated, but after the
card selection, other instructions do not need to add UID parameters. Select
"No” in “Whether to add UID parameters when the following instructions are
executed”. When you do not execute the “Select Card” instruction, but to
execute other instructions, you must select “Yes” in the drop—down box
"Whether to add UID parameters when the following instructions are executed”
and enter UID in the text box on the left of the Enumeration button.

Note that in order to issue command operation cards, you must first turn
off the automatic search card.
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ICODE2 card operation legend II (reading system information)

[ s pEaRT sOETHEV20 [
I R |ss0 |s70 |cru | uHF |NTAGITCaE2_ISR1512I
O COM15 EEER: 1
S o600 369ABE7S000104E0 | Bl|&E | [ it ]
e DTSSR T RS 2
St o B bt
AL OF 2369ABE75000104E000001B0301 )
Bitf: |1 EEENESS Teaea] 2
3
zmeo | & £ || #wEs | =
sttt s
I EaE e —— EDSFID
= =
| mis: thsee i) |,
| =
| meaaE | | s@onds | | Fress | =
L AFI I
| ez | | s@mers | | Foge | ==
EHELE
| EREREE: - | eEEnE |

EEE#IiE: 55 55 00 00 00 03 06 01 04 ¥

I E[#4E: 55 55 00 00 00 OF 00 00 36 94 8E 75 00 01 04 E0 B9 4
ICODEZS|EERET)

“eiE#dE: 55 55 00 00 00 OC OA OC 02 36 94 8E 75 00 01 04 E0 B& §

I F[#rdE: 55 55 00 00 00 10 00 OF 36 94 SE 75 00 01 04 EO 00 00 1F 03 01 B4 ¢t
ICODEZ SEEL RS IZERTN

EEEE AR BAEEMET oreae | | #msuR | | B

After the instruction of “read system information” is executed, the
parameters such as card UID, AFI, DSFID will be returned. Please refer to
the relevant instructions in Chapter 9 for details.

Note that in order to issue command operation cards, you must first turn
off the automatic search card.
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ICODE2 card operation legend 3 (reading block):

= T Ry 2.0 W 1
s e [s50 |s70 [cpu |UHE | NTAG| ICODE2 [srisia)
#0: |COM15 EHIEE: 1
369ABETS000104E0 e i
R 115200 IM &]
T LTS TR & RS S 2
Sigf: | mink | | waek | st
) iETreiEs
it EEERET sraRER| R
EXENE N 3
I—I—I =
) I P l BEDSFID
FlE: e or ) DSFID
i 7 = [ stoseo|
| gt | | zigsEt | | Foues | 01000000 =
2rn 2w - AFI
| %imses | |xamaxs | | FEE | = =
EERE
EhEE: - | aEenE |
e iE#iE: 55 55 00 00 00 03 06 01 04 4
W E[#rdE: 55 55 00 00 00 OB 00 00 36 94 6E 75 00 01 04 EO B9 +
TCODEZSI|ZERETH
e iE#iE: 55 55 00 00 00 OF 08 0S5 02 36 94 6 75 00 01 04 EO OO0 O1 BC &
W E[#dE: 55 55 00 00 00 08 00 01 00 00 oo 07 f
ICODEZ ixiRARTh
MEAEEE R DAESHsT | iemmde || meeeE | | Be |

Fill in decimal data in Block Address and Number of Blocks.  “Block
Address” is the first address, and “Block Number”.should not exceed 15.
"Block Address”+Block Number”shall not exceed the memory boundary of ICODE2
card.

Note that in order to issue command operation cards, you must first turn
off the automatic search card. “Lock block” operation is irreversible, once
a block is locked, the block will only read, not write.
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ICODE2 card operation legend 4 (writing block):

S BESET SOBSHEV20 (S
el Eemas |sso |s70 [cpu |umF |wTaG| ICODEZ _S_RELTi
iR COM15 EE{EE:
IEABETS000104ED I 15 I
R (115200 ]j |
T SEEA S BTESHiTHES Sunss |2 -~ 2
sgt: s | trgink || wank | i T
» I E=)
Bt 1 EEENECE eaann] o
%80 L+ | zes l:]
R il I | " Eoso
FESIS : FEESIS g I DSFID
HDSFID
B E 5 [L2osn ]
FeaasE | | aant | | Fescs | 01000000
AFI
| zimes | | zavexs| | FEE | - wm o)
|| CEEIRE |
EEEEHE: RE
YeiE#iE: 55 55 00 00 00 03 068 01 04 4
I MeEI#hiE: 55 55 00 00 00 OB 00 OO0 36 9A SE 75 00 01 04 EO B9 +
TCODEZSI|ZERETH
YeiE#iE: 55 55 00 00 00 OE 0B 0S 02 36 9A SE 75 00 01 04 EO 00 O1 BC &
\WrEN#iE: 55 55 00 00 00 08 00 01 00 00 0o 07 +
ICODER jstipliTh
YeiE#iE: 55 55 00 00 00 16 0B OB 02 36 SA GE 75 00 01 04 E0 OO O1 01 00 00 00 CO S4 D3 77 96 4
WrE|Fig: 55 55 00 00 00 02 0o 02 4
IConEeSHLRLTH
IR R ] EARE ST | mreme || mesmee | | B |

The “write block” instruction can only write one block at a time, four
bytes. Four bytes of hexadecimal data must be entered in the edit box.

Note that in order to issue command operation cards, you must first turn
off the automatic search card. '
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ICODE2 card operation legend 5 (write AFI):

N

=HEE ShEak |sso |s70 |cpu |uHE | wTAG| ICODEZ |sRisiz|
i mH COM15 EH{EE: 1
17664436000 104E0 IE i
4% (115200 I’S"J_gl | g
o T AT R RS 2
Srigly: [ | meaE || wEaE | Hebi
i EHERER
it 1 | monz | [ BaT+ | wrarm] E
%iE0 | % & |[ ues |
Hedit —
RS RE
2 . | il
s s
-_*HDSFID
EaRE ey if\q
| FEaoadEE | | zagadE | | Feues | 3 —
AFI IDEI I :
[ X e ] I%Iﬂﬁﬁﬁi&ﬁ J I FihFE I P
EEELE
EEEEIE: | - | EEmnE |
“e1E#rdB: 55 55 00 00 00 03 06 01 04 4
IWrE|#r48: 55 55 00 00 00 OF 00 99 17 66 44 36 00 O1 04 B0 Ta 1
TCODEZISERETH
“e1E#rdB: 55 55 00 00 00 OD 08 05 02 17 66 44 36 00 01 04 EO 00 E9 }
WeE|#r48: 55 55 00 00 00 02 00 02
ICODEZ SAFT RRTh
SIS AR MRS T wrEsiE | | AesE | | B

The “Write AFI” instruction can only write one byte. Hexadecimal data
must be entered in the AFI edit box. “Lock AFI” operation is irreversible,
once locked, AFI will only read, not write. :

Note that in order to issue command operation cards, you must first turn
off the automatic search card.
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ICODE2 card operation legend 6 (writing DSFID):

S D |ssa |s70 |cpu |uHE | mTAG| ICODEZ | sRrIS12|
#O:  |CcoMis FHER: 1
17664436000 104E0 I B[z I HE
FiEE: 115200
B [Fr GRS S LTS hiTHESSunsd |2 - o
gl s | trginE || wEEE | et e
. = =)
Bt |1 EEENE S0 aann| E
[ + |[ wek |
HRiht L
filitd = =
male: RHE
§HDSFID
ERE = [ goso |
| FREnEE | | zaendE| | Aesws |
AFI
[ X iHgEES ‘ [ilﬂﬁﬁﬁ?&?ﬁ] I FihF+ ] E IE
FHERR
| mEsEE - | eEEwE
! eiEdiE: 55 55 00 00 00 03 06 01 04 4
I #riE: 55 55 00 00 00 OB 00 OO0 17 BB 44 38 00 01 04 EO E3 +
ICODEZSI|SERETH
, =iEHiE: 55 55 00 00 00 0D 06 OA O2 17 BB 44 36 00 01 O4 E0 00 EB 4
¥ WrF#F4E: 55 55 00 00 00 02 oo 02
ICODEZ SDSFIDARGTH
|
|
| iR R RSt T | wegE | | msane | | B |

"Write DSFID” instruction can only write one byte, “DSFID” edit box must
enter hexadecimal data. “Lock DSFID” operation is irreversible, once locked,

DSFID will only read, not write.

Note that in order to issue command operation cards,

of f the automatic search card.

BAHREMATROETWRAR

BYEIE: 028-66280112  f¢H: 028-85170326

Pk http:/iwww.linksilicon.cn
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ICODE2 card operation legend 7 (read block security information):

S BERET ALARMEV20 S|
IS Er=tiE [ss0 |s70 [cPu |UHF | NTAG] ICODE2 |srisi2]
im0 COM15 EE=E: 1
17664A30000104E0 1] i
FHFE: (115200 TS I l Bk l
T B ETESHIATHET AUeEs | ~) 2
Hiigf: = | maaE | | waak | it oo |
T
it 1 EEENETT ran] o
FEIETS .
i [wr ]
Faa
E2TER FEESIS bt DSFID
B 5 oo
| meeEE | | zagasE| | masns | Ear
AFL
I 7 AL J Iil«ﬂﬁﬁ‘ﬁ’i.ﬁ | | FasE ] [E P
EHERE
EEEEE: - | eEwisE |
SSEEHIIE: 55 55 00 00 00 03 06 01 04 4
\ir3F|#38: 55 55 00 00 00 OF 00 00 17 66 4A 36 00 01 04 EO E3 +
TCODERTEERETH
Ve EE#iE: 55 55 00 00 00 OF 08 OD 02 17 66 4A 36 00 01 04 E0 00 O1 EE &
I F#4E: 55 55 00 00 00 03 00 00 03 ¢
ICODE2 RMELIEER
HEAEEE R DEESHS T | e || mmseee || B |

"Read Block Security Information” is similar to the “Read Block”
instruction. Enter the first block address in Block Address and the number
of blocks to read in Block Number. The text box below will display block
security information identifiers, one block corresponding to a byte.

Note that in order to issue command operation cards, you must first turn
off the automatic search card.
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SRI512 card operation legend 1 (inquiry card):

s pEasT Senns

e TR [ss0 |s70 |cpu | uHF | NTAG | 1cODE2 | SRIS12 |
s COM15 EEEE:
PR 115200
Fsf: [ BERID 0 h0
sipt: [0 B B0
it |1 EEERIE -5
' (& |[upe ]  ssomo o =
A e
| EEmSt FhzEN
F3IE: FEIFEIS
| meanaE | | @ands | | Fases |
ZEeE | | XANEES FihF£
l | | l L Lwe | [ Br ]
| gEnE
mEREEE: | - | pEEnE |
MeEHiE: 55 55 00 00 00 03 05 0A 01 &
WrEFiE: 55 55 00 00 00 03 00 0A 09t
\| [sRIS12F R
|
EEEE AR BAESMET | etmE | | miemee | | B
After the “inquiry card” instruction, the card reader
will return the pseudo ID as a parameter of the card
selection.
Note that in order to issue command operation cards,
you must first turn off the automatic search card.
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B RIE: 028-66280112 f£¥: 028-85170326 Huihk: RAHEAIKE 55, %% 610041


http://www.linksilicon.cn/
mailto:sales@linksilicon.com

ilicon
ﬁ e RFID £ Ihfit 5

SRI512 card operation legend II (card selection):

s BERET =OEamFv20 =)
RRRE FHEFRE [s50 |s70 |cpu |uHF | nNTAG | 1copE2] SRis12 |
wmO: COM15 EHE{Z8:
EFE: o600
Bt e BEEMD 61 40
Srigly: | maat || wEak | |\ B ze0
it o EEENECT
R 0 i
B il
EEERE - e
RIS | pEEmS
EaliglE FERIUID e 0
| FREIE | | 2agasE | | Feges
FFFFFFFF
| x| | zagexg | | FaEE | — ‘
B 1R e | | B& |
PHERE
EREmEE: | - | aEesE |
SEEHIE: 55 55 00 00 00 03 05 0a 01 4
IfrF#4E: 55 55 00 00 00 03 00 81 82
SEIS1ZF-ERETH
SEEHIIE: 55 55 00 00 00 04 08 OF 81 &3 4
IfrF#4E: 55 55 00 00 00 03 00 81 82
SEIS1Zi%-ERETH
| A AEEERR]: BEESMET | dstegnm | | wmmsame | | B |I

Before reading and writing SRI512 and acquiring UID, the “card
selection” instruction must be executed first. Note that in order to issue
command operation cards, you must first turn off the automatic search card.
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SRI512 card operation legend 3 (obtaining UID):

S BEEET SOESH=V20 S|
i o e hl |sso |s7o |cpu | UHE | nTAG | 1coDER | SRIS12
e COM15 EHEES:
FFE: a0
T Een WA a0
sigf: o EE=EE | AE AER0
it |1 IEEENIE-"ST
%D (&% | [ 58t | D A
‘ B
R e B e
RIS FEVFSIS
ERR BE o
| FEmiaE | | Ziags3E | | Fases | 4680882747180200
Zimges | | ximEES | | Foae =
| | | ] B 1R L | [ B8 |
EHERE
EREEHE: | | EEmnE |
“EE#dE: 55 55 00 00 00 03 05 OF 04
WrF#dE: 55 55 00 00 00 Oa OO 46 SB 8% 27 47 18 02 DO ES +
| SEIS12ERENUTDM:TH
|
IEINEEERR]: EAESMET e || AmeE || BB

Note that in order to issue command operation cards, you must first turn
off the automatic search card.
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Legend IV of SRI512 Card Operation (Read and Write Block):

= RERET FUEHBFV20

SR G |sso [s7o |cpu [unF | wTAG | IcoDEz | SRIS12
BRI : COM15 ER{ZE:
EEE: o600
At [ FHEAES | It o
sigfe: (o e | | wesEE wE | B0
it 1 mot s |
(=m0 | [ =+ |[ et | i o
A iEHE
EREARE [ #+ | Pz
=2l SRR
EakR(E HED | e 1
[ FEmuEE | [xAsnFE | | Fauns | 7 e
[ Zimspem | | Zamask| | FaFE
' = | o = ] (=
ISR 2
e | <] Fammna |
SiE#riE: 55 5500 00 00 04 08510 0O 1C
\hF#tE: 5 55 00 0000 08 DO FFFF FF FF OB 1
=RIS1ZidkRpliTh

BORE FHERRE
WO: | COMi5 FHIER:
R | 0600

sl | it
#f: [0 wEE | | wigEs [\ |
foitfi: [0 [miz | [ #a |

| @ @| EEHHD

BRBHE i

IS [ wmEsie -
B (smun]
|Fezast | |Zimenat | | reusss |

| s | (xawsxs| | Fa3s | —
RS

EEERHE: | -] [ aEenE |

3R

[sso-fszo |cpu |umF | nTaG | copez| SRis12

{40
Fhpzz0

13]1[_-‘
R iE
Tz

1

4 2
[#n | 5

EE#iE: 55 55 00 00 00 04 03 10 00 IC 4

W FI#48: 55 55 00 00 00 05 00 FF FF FF FF 08 t
SRIS1ZiE R ATh

% iE#48: 55 55 00 00 00 03 03 11 00 FF FF FF FF 11 }
IWrF|#46: 55 55 00 00 00 0z 00 0z

SRIS12EHEETh

MNEINRERERKN: BEES AT

[ e | [ smme | [ B

The decimal data is filled in the common parameter “block

number” of “read block” and “write block” instructions.

The text box contains data written or received in 4 bytes,

FRAREC 2T TR PR A 7]

Mhtk: http://www.linksilicon.cn

in hexadecimal format.
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Legend 1 of NTAG Card Operation (Read and Write Block):

= BEfERT SOEEehFEvV2.0

it
fﬂmﬁ _ -E)—*.E:#;e-ﬁi [sso |s7o |cPu | uUHF | NTAG |IcoDEz | SRIS12]
] CcoM15 FHEES: EaThEs I EEE
FEFFEE:  os00 = 50 A E
saEis I n [ SEEE ] [ RASEE ] 32943081 |=faE FhEEER
1
bt 1 [maz= [Ease] Lax 1 (5= RhE el AT
3 FM24MC128TX
[ =mmn ] [m o+ ][ wes ]
i = —
e il e =3 DMEESEAE |
RIS [ s i s EE
LR EE wm=a ] 1
Aeama+ | [ agaas | | neses | % oM 5 om
[ =imwenz | [=avexs | [ Fzose | EEEE R -
PR ' 2
R | | eEEE ey SHkTEl
WeEEdhiE: 55 55 00 0000 0302 04 054
WoEdiE: S5 55 00 0000 08 0004 3C 76 32 2A 3D 81053
SeSEm
WeEtdiiE: 55 55 00.a0 00 04 04 05 01 ot 4
WrE#ig: 55 55 00 00 0012 00 32 94 30 61 1445 00 00 Ei 10 12 00 01 03 A0 oc 17 4
NTAGIEHRRET
IOA SRR RS R AREE e T [ izwrsmm | | mmems | [ B |
= BEEET SCERHEV20 [
BOEE FHEFIRE ;
= . |sso |s7o |cpu JuwF | nTAG |copez | srisiz2|
% COM15 Hi=4 A- H
o L BT iR
I 2600 mF g FRFFFFFF WE
. = thapant flos
e FEEAEE | 2T o e
T ™ 5 i
g g l e | I IREEEE I I1234567‘8 i 3 | b o)
. = A =
it 1 (maz | [EEEe]: Lan | 521 , =8 m
FMZ2aMC128T%
[ xiosa ) [a % [ wex ] [ _pewez ]
itk +E ————
N - = =
T £H DMZEEAIALE
e FENTHIS Z e
Tl - r—] '
EagfE [ owmw | [ mse .
(FemarEt | [z2Hsaa+ | | sewsss | [ mom Som |
e e o )H- 17 y i -
[(=zmmmz | [zmwazz]| [ z99+ | BT %
PR EEE =
mEEEEE: -] [ emesE | [ | [ Sairzrs |

S EE#IYE: 55 55 00 00 00 08 04 06 06 12 34 56 78 04 4
IrFi#4E: 55 55 00 00 00 02 00 02 f
HTACE HR AR

A aEERE RN MERES e [ 1RTFEHE

| | mmpeneE | [ B |

The decimal data is filled in the common parameter “block
number” of “read block” and “write block” instructions.
The text box contains data written or received in 4 bytes,
in hexadecimal format.

4 HE: 028-66280112 {£H: 028-85170326 Huht: RETHRAKIE
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NTAG card operation legend II (read signature):
= BEgET SOEEHTEV20 ]
.il:li%ﬁ — -E)ﬂ-.g;zi:ﬁ{‘ﬁ [ssa [s7a0 [cpu [umF | NTAG |1copEz | srisiz|
FE | 2 SaisE BT iR
FEE: o600 TE4g  FRFFFFFF [ awiE |
Tl | Efs |w i NTAG21X
SR s | tewnE || wegee | 12345678 Rz #ioEsn
e maz | [Eage]. (&% ] [ 5w | e Lo
FM24MNC128TX
[ =meo (& = |[ ses | [ omsex |
S =3 i
RS = OMERIAE
e s B ol
Erki{E | e | l s l 2 Iy
| FEEEE | [ 2@EndE | | Feges | = oM = oM
[ xziames | (z@wazs | [ =a9F | BLE R~
BHELE i
WEEENE: - [ emmnE | R S
WEE#IdE: 55 55 00 00 00 03 04 04 03 4
l{'i{ﬁl]%iﬁﬁ 55 55 00 00 00 22 00 44 Ta 94 OF 03 BE 12 ES 70 QA OF 17 55 78 TE 38 BO 77 T4 Ad 08 ET 83 E1 20 IF 24 E1 30 TE IC F3 FE
NTAGESS T
H IR RS ALAEEE e iwregnE | | meeme | [ Be |

The read signature operation is only for NTAG21X series, and no
parameters are required.

Note that in order to issue command operation.cards, you must first turn
off the automatic search card.
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Legend 3 of NTAG Card Operation (Key Authentication and Settings):

= BEERSEF S0EEEEV2Z0 (-
e et [ss0 [s70 |cpu [UHF | NTAG |1copEz | srisiz]
I et EEThiE i e
BAFE: | 2600 5 4R IFFFFFFFF 2 3
e L | t 01
fraf: | il W| =t NTAG21X
it (g [ EREE || WEEEE | 32943081 |SERE ¥
B "ET %
Bitio: [1 TEE , Law | (5 | o nE
FM24MC128TX
[ zmen | [+ |[ wes | [ omsE |
ety ¥ e
S ek DMESHALE
e ol
Bl | wiE | | zEE | .
RESHEE | | ®AgsFE | | Feees | oM |
| iz | [ziawEzg | | FoEe | MELRE R~
EHELE {
ERERHE: | | | eEenE | it Sifitgia |
‘S EE#{E: 55 55 00 00 00 07 04 01 FF FF FF FF 02 4
({8 55 S5 00 00 00 04 00 00 00 o4 1
NAGTESEAERT
|
A ASEE R R FhARE S T | demme | | meemE | | e |

Whether authenticated or set, the key is

Only encrypted blocks require authentication.

Note: The key data should be kept by the
retain the private key. If authentication is

4 bytes of hexadecimal data.

user. The reader will not
required, the user must fill in

the key himself, and the key cannot be fetched from the system.

Note that in order to issue command operation cards,

off the automatic search card.
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UHF (UHF) Card Operation Legend I (Inventory):

ik G [s50 [s70 [cpu | UHF |nTaG [ 1copez | srisiz]

im0 : COM1 ERiES: .

o Sl EATEPCAIE 34004ABE30 16660502322 290BBCCEEEE

Rt | R paEAES| SHEE |

SR o | g | | waEas | HERES  BEE mE

i L EEENE=E | iR | | SR | irmsi
[(zmeo | &+ | e |

SRt

i HELFHIE o

Hals{E 1 BN |

Eahiu

| FeaisE | | 2asaaE || | reses |

| ziges | | zapexs | | FaEE | ol EEST
FE8aFRUD
EEEIRT JoEOE st

EEEREE: | - [ aEmnE |

EEEHE: 55 55 00 00 00 03 01 03 01§

WeEI#4E: 55 55 00 00 00 02 00 02 +

B3 FE=ExH

EEEHE: 55 55 00 00 00 04 05 03 51 53 4

WeF|#4E: 55 55 00 00 00 12 00 34 00 Ak BE 30 16 66 05 02 32 22 40 BB CC EE EE &7 +

SR EPCIREI AT

Inventory instructions are used to obtain card EPC, including protocol
control words (the first two bytes) and CRC16 check words (the latter 2
bytes).

Note that the auto—search card must be turned off before sending
instructions. The following is not repeated.
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BHER FHEFEE [sso [s7o [cpu | uHF |nTAG | 1coDEz | sris1z]
Wm0 COoM1 FHIEE:
EgEE: (57600 | SrreechiiE | 3400AABE 3016660502322 290BBCCEEEE
st e pmEsEe) sams | 1
e [memt | [(weEas EEtE | BAR ) e |3
oty |1 ICEENIEESN N (T | e - E
4
(e | (s i) 0000
RSB
TE | Amsis | B
EEHRE - e |
ENE
| AeansE | | Z@ea3E | | Fawes | B
| zimges | | zamexs | | Fa3E | w8 ST |
\FBEIhEEUD
BREIRE TEOE HEE
EEEEEE: | -] | eEmE |

SERESTIE: 55 55 00 00 00 OA 05 05 57 03 00 0A O1 00 00 55 4
WrEI##E: 55 55 00 00 00 02 00 02 %

== MTES A RRTH

Bl digEe

EEEHE: 55 55 00 00 00 08 05 04 52 03 00 04 01 53
WrEI#6: 55 55 00 00 00 04 00 00 00 04 1

A T IREL R

1. Select the storage area to access.

2. Enter the first address in decimal format. The upper limit of module
design is 16384, but it should be based on the actual card.

3. Enter the length of the word to be accessed, in words, one word equals
2 bytes. Decimal format.

4. When you click “Read Storage”, the read data is displayed in the text
box below. When you click Write Storage, write the data in the text box
below to the card.

The text box must be entered with hexadecimal data.
Other operation instructions of UHF (UHF) card:

Locked Memory is used to restrict access to storage. “Mask bit” and
“active bit” input 2 bytes of hexadecimal data, the specific format
refers to the relevant instructions in Chapter 9. Password Validation and
Destruction Card require input of 4 bytes of hexadecimal data.
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Legend of parameter configuration:

o

L]

| £ FET+ | 57600 v [REREEEE

L]

| ZiAfTRes | 0 - L

USRI FELE &Mt

4

4

| UDEFEMRRE L |

The “Parameter Configuration” window is used to configure some default parameters of the
card reader, which is permanently valid after configuration.

1. “Turn off/turn on the auto—search card” is used to set whether to turn off the auto—
search card function of the card reader. .

2. ”“Turn off/turn on the buzzer” is used to set whether or not to turn off the buzzer of
the card reader. = ' 7, .

3. “Read UID without prefix/add prefix” is used to set whether the prefix is removed from
the UID packet returned by the automatic reader card. '

4. "UID Inverse/Sequential Output” is used to set whether the UID returned by the
automatic reader card is output in reverse order.

5. ”"Setting device baud rate” is used to set the baud rate of card reader This function
only applies to UART, RS232 and RS485.

The card reader of the interface is valid. _

6. “Setting device address” is used to set the address of card reader. When multiple card
readers are applied to the same system at the same time, it helps- to distinguish and
avoid conflicts. '

7. ”Get device address” is used to get the address of the current card reader. When
using this command, there must be only one card reader in the system
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Appendix 3: Installing USB-CDC Driver under Windows XP

1. When the USB device first accesses the PC, the system prompts to
find the new hardware, and pops up the following dialog box to ask whether

to search online. Please click “No, no for the time being” and “Next step”.

2. The system asks where to find the installation file. Please click

“Install from list or specified location” and “Next step”.

3. Please click the “Browse” button to find the driver folder we
provide you (32-bit system please select “X86”, 64-bit system please

select 764”7), click ”"Next”.

4. The system checks the compatibility of the software. Please select

”Still Continue”.

5. The driver was installed successfully. In Device Manager, you can
find an additional serial port. Please pay attention to the serial
password. When you open the serial debugging software, you must select

this serial password.
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Appendix 4: Installing USB-CDC Driver under Windows 7

1. The first time a USB device is inserted into a computer with a WIN7
system, the system will automatically find a driver for installation. When
the driver is not found, there is only a brief hint.

2. When you insert the device for the second time, the system may not
have any prompts. The best way to verify that the driver has been installed
successfully is to call out the Device Manager for inspection. As shown in
the figure below, the device marked with yellow background exclamation
marks indicates that the device driver has not been installed correctly.

3. Right-click on the device and select “Update Driver Software”

4. Pop up the dialog box and select “Browse the computer to find the
driver software”

5. Click the “Browse” button to find the driver we provide (32-bit
system please select "X86”, 64-bit system please choose “64”. As shown in
the figure below, click Next

6. Verify the security of Windows system and select “Install this
driver software all the time”

7. Next, the pop—up window shows that the installed device is a serial
device with a serial number of 42, or COM42.

8. In Device Manager, the exclamation mark next to the device

disappears, indicating that the driver has been successfully installed.
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Appendix 5: Installing USB-CDC Driver under Windows 8

Windows 8 has a stricter checking mechanism for device drivers.
Therefore, before installing the driver, the following tasks need to be
done:

1. Hover the mouse over the upper right corner or the lower right
corner of the screen. The right side of the screen will change as shown
in the following figure. Click Settings.

2. Click “Change Computer Settings”.

3. Click “General”, find the “Advanced Start” item in the right column,
and click “Restart immediately”.

4. When the computer restarts, the following interface will appear. As
shown in the figure, click “Troubleshooting”.

5. Select Start Settings.

6. Click “"Restart”.

7. When the ”Start Settings” interface appears, find and press the
function key “F7” in the keyboard.

8. When the system is restarted, the reader will be connected to the
USB interface of the PC. Open Device Manager, right—-click LS6828, and
select Update Driver Software as shown in the figure below.

The next operation is the same as installing driver under Windows 7
system.

9. Select “Browse the computer to find driver software”.

10. Click “Browse” to point to the directory where the driver (INF file)
is located. Users of 64-bit system choose the folder 764", and users of
32-bit system choose the folder "x86”.

11. Next, the system verifies the security of the driver. As shown in
the following figure, select “Always install this driver software”.

12. Driver installation is completed.
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Appendix VI: Using USB—CDC Card Reader under Android

If you want to use USB-CDC card reader under Android system, the
hardware and software need to meet the following conditions:

1. The hardware platform of Android system must support USB—OTG function.

2. Android system supports USB debugging function. Open USB Debugging by
Settings — > Developer Options. Some platforms may need “root”.

3. Install the application. Simple universal serial port software such as
“Android USB Serial Monitor” can be used after setting baud rate and display
mode correctly, but only data can be received. Our company also has special
software for professional testing only. This document does not introduce the
method of use.

4. Select high—quality USB data line, the length of the line is as short as
possible, the total length is best below 1.5 meters. You can use USB first.

Mouse or USB keyboard for testing.

< i © <.4dH16:18

Android USB Serial Monitor.

04 1d 71 fe 84
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